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Senior Technology Resilience Advisor

Technology
Our purpose
We help New Zealanders to be safe, strong, and independent.
Manaaki tangata, Manaaki whānau
Our values
Manaaki: We care about the wellbeing of people
Whānau: We are inclusive and build belonging
Mahi tahi: We work together, making a difference for communities
Tika me te pono: We do the right thing, with integrity
Our commitment to Māori
As a Te Tiriti o Waitangi partner we are committed to supporting and enabling Māori, whānau, hapū, Iwi and communities to realise their own potential and aspirations.
He whakataukī*
Unuhia te rito o te harakeke
Kei hea te kōmako e kō?
Whakatairangitia, rere ki uta, rere ki tai;
Ui mai ki ahau,
He aha te mea nui o te ao?
Māku e kī atu,
He tangata, he tangata, he tangata*
If you remove the central shoot of the flaxbush
Where will the bellbird find rest?
Will it fly inland, fly out to sea, or fly aimlessly;
If you were to ask me,
What is the most important thing in the world?
I will tell you,
It is people, it is people, it is people

* We would like to acknowledge Te Rūnanga Nui o Te Aupōuri Trust for their permission to use this whakataukī 
Position Detail
Overview of position
The Senior Technology Resilience Advisor exists to support the uplift and assurance of resilience capabilities across MSD’s technology environment, with a specific focus on IT Service Continuity, Technology Disaster Recovery, and Supplier Resilience. 
The position provides expert advice, supports governance, embeds operational practices, and ensures validation of MSD’s readiness to respond to and recover from technology disruptions or supplier failure. They play a key role in safeguarding critical services and enabling continuity during adverse events. 
This position also assumes on-call responsibilities if required in emergency management events to support operational continuity. 
This role has specific responsibilities relating to: 
ITSCM Governance and Frameworks
Maintain and embed the IT Service Continuity Management (ITSCM) Policy and Standard, ensuring alignment with MSD’s Business Continuity and Emergency Management (BCEM) Policy and Framework, as well as ensuring alignment with applicable regulations and industry standards (e.g. ISO 22301, BCI GPG, ITIL).
Support the definition and clarity of roles and responsibilities enterprise wide for IT service continuity, disaster recovery (DR), emergency management and supplier resilience activities.
Monitor adherence to the policy and ensure minimum requirements are being met enterprise wide.
Criticality Assessments and Recovery Planning:
· Lead workshops or overview sessions on ITSCM best practices, lifecycle, embedding training and awareness with key technical and business stakeholders. 
· Support the adoption of IT Service Criticality Assessments, ensuring consistent methodology, regular reviews, and prioritisation of recovery efforts.
· Maintain the Technical Recovery Plan template, repository and guidance artefacts, ensuring technical recovery documentation is accurate, current, and accessible. Oversee recovery data stored on Iron Key devices and ensure these backups align with recovery requirements.
· Promote ITSCM alignment and integration as a single source of truth across supporting repositories, toolkits, and SOPs.
Validation Tests and Exercises:
· Support the planning and execution of validation tests and/or exercises, including participation in wider business continuity scenario exercises.
· Monitor lessons learned, track improvements, and support continuous improvement in recovery readiness.
Emergency Management and Disaster Recovery:
· Support the uplift and maturity of MSD’s DR and emergency response capability, maintaining alignment with MSD’s Incident Management Plan, and communication protocols.
· Maintain the IT Emergency Management Playbook, Technical Recovery Map, and coordinate scenario-based exercises with Technology leadership team and all other contacts captured within the playbook.
· Establish and document escalation pathways and decision-making criteria for invoking DR, ensuring integration with MSD’s Incident Management structures.
· Coordinate and support Technology’s recovery efforts during disruption events, ensuring clear communication across technical teams, business stakeholders, and the wider response structure.
· Lead or support post-event assessment and phased restoration planning following DR invocation, including deputising for the Resilience Manager where appropriate.
Supplier Resilience Assurance and Uplift
· Embed supplier resilience expectations into procurement and supplier teams to ensure continuity obligations and requirements are met.
· Maintain repositories, checklists, and guidance for supplier continuity reviews.
· Advise on supplier risks from a BC/DR lens and support the coordination of assurance activities, such as reviewing supplier documents and validation evidence.
· Partner with supplier management, risk, and business stakeholders to strengthen resilience by design and escalate risks or identified gaps requiring mitigation.
Risk Management and Project Support:
· Identify and advise on continuity risks, issues, and gaps arising from technology change, transformation, or new service delivery.
· Work closely with project teams to ensure recovery requirements are captured, considered, and embedded from the outset.
· Support uplift of continuity risk awareness and mitigation across the IT project and delivery pipeline.
Location
National Office, Wellington, or Auckland. 
Reports to
Manager Resilience

Key Responsibilities
Required skills:
Continuity Management (COPL) – Level 5
Developing, implementing and testing a business continuity framework.
· Manages the development, implementation and testing of continuity management plans.
· Manages the relationship with individuals and teams who have authority for critical business processes and supporting systems.
· Evaluates the critical risks and identifies priority areas for improvement.
· Tests continuity management plans and procedures to ensure they address exposure to risk and that agreed levels of continuity can be maintained.
Stakeholder Relationship management (RLMT) – Level 5
Systematically analysing, managing and influencing stakeholder relationships to achieve mutually beneficial outcomes through structured engagement.
· Identifies the communications and relationship needs of stakeholder groups.
· Translates communications/stakeholder engagement strategies into specific activities and deliverables. Facilitates open communication and discussion between stakeholders.
· Acts as a single point of contact by developing, maintaining and working to stakeholder engagement strategies and plans. Provides informed feedback to assess and promote understanding.
· Facilitates business decision-making processes. Captures and disseminates technical and business information.
Supplier Management (SUPP) – Level 5
Aligning the organisation’s supplier performance objectives and activities with sourcing strategies and plans, balancing costs, efficiencies and service quality.
· Manages suppliers to meet key performance indicators and agreed targets.
· Manages the operational relationships between suppliers and ensures potential disputes or conflicts are raised and resolved.
· Performs benchmarking and makes use of supplier performance data to ensure performance is adequately monitored and regularly reviewed. Use suppliers' expertise to support and inform development roadmaps.
· Manages implementation of supplier service improvement actions. Identifies constraints and opportunities when negotiating or renegotiating contracts.

Quality Management (QUMG) – Level 5
Defining and operating a management framework of processes and working practices to deliver the organisation's quality objectives.
· Ensures projects, teams and functions have appropriate practices in place and are meeting required organisational quality levels.
· Advises on the application of appropriate quality management techniques and standards.
· Determines areas where existing processes should change after analysing audit findings. Facilitates improvements to processes by changing approaches and working practices, typically using recognised models.
· Takes responsibility for controlling updating and distributing organisational standards.
Risk Management (BURM) – Level 5
Planning and implementing processes for managing risk across the enterprise, aligned with organisational strategy and governance frameworks.
· Plans and implements complex and substantial risk management activities within a specific function, technical area, project or programme.
· Implements consistent and reliable risk management processes and reporting to key stakeholders.
· Engages specialists and domain experts as necessary.
· Advises on the organisation's approach to risk management.
Incident Management (USUP) – Level 5
Coordinating responses to a diverse range of incidents to minimise negative impacts and quickly restore services.
· Responsible for the operation of the incident management process.
· Manages incident communications, ensuring all parties are aware of incidents and their role in the process.
· Leads the review of major incidents and informs service owners of outcomes. Ensures incident resolution within service targets. Analyses metrics and reports on the performance of the incident management process.
· Develops, maintains and tests incident management policy and procedures. Ensures compliance with regulatory requirements.
Desirable Skills:
Specialist Advice (TECH) – Level 5
Providing authoritative, professional advice and direction in a specialist area.
· Provides professional advice that informs operational leadership and influences the translation of strategy into operations in their specialist area.
· Oversees the provision of specialist advice by others.
· Consolidates expertise from multiple sources, including third-party experts, to provide coherent and professionally sound advice to further organisational objectives.
· Supports and promotes the development and sharing of specialist knowledge within the organisation.
Methods and Tools (METL) – Level 5
Leads the adoption, management and optimisation of methods and tools, ensuring effective use and alignment with organisational objectives.
· Provides authoritative advice and leadership to promote adoption of methods and tools and adherence to policies and standards.
· Evaluates and selects appropriate methods and tools in line with agreed policies and standards. Contributes to organisational policies, standards and guidelines for methods and tools.
· Implements methods and tools at programme, project and team levels including selection and tailoring in line with agreed standards.
· Manages reviews of the benefits and value of methods and tools. Identifies and recommends improvements that support broader organisational goals.
Levels of responsibility
Autonomy – Level 5
Works under broad direction. Work is self-initiated, consistent with agreed operational and budgetary requirements for meeting allocated technical and/or group objectives. Defines tasks and delegates work to teams and individuals within area of responsibility.
Influence – Level 5
Influences critical decisions in their domain.  Has operational level contact impacting execution and implementation with internal colleagues and external contacts. Has significant influence over the allocation and management of resources required to deliver projects.
Complexity – Level 5
Performs an extensive range of complex technical and/or professional work activities, requiring the application of fundamental principles in a range of unpredictable contexts.
Business skills – Level 5 
Decision-making
· Uses judgement to make informed decisions on actions to achieve organisational outcomes such as meeting targets, deadlines, and budget.
· Raises issues when objectives are at risk.

Planning
· Analyses, designs, plans, establishes milestones, and executes and evaluates work to time, cost and quality targets. 
Collaboration
· Facilitates collaboration between stakeholders who have diverse objectives.
· Ensures collaborative ways of working throughout all stages of work to meet user/customer needs.
· Builds effective relationships across the organisation and with customers, suppliers and partners. 
Problem-solving
· Investigates complex issues to identify the root causes and impacts, assesses a range of solutions, and makes informed decisions on the best course of action, often in collaboration with other experts. 
Improvement mindset
· Identifies and evaluates potential improvements to products, practices, or services.
· Leads implementation of enhancements within own area of responsibility.
· Assesses effectiveness of implemented changes.
Creativity
· Creatively applies innovative thinking and design practices in identifying solutions that will deliver value for the benefit of the customer/stakeholder.
Communication
· Communicates clearly with impact, articulating complex information and ideas to broad audiences with different viewpoints.
· Leads and encourages conversations to share ideas and build consensus on actions to be taken. 
Leadership
· Provides leadership at an operational level.
· Implements and executes policies aligned to strategic plans.
· Assesses and evaluates risk.
· Takes all requirements into account when considering proposals.
Adaptability
· Leads adaptations to changing business environments.
· Guides teams through transitions, maintaining focus on organisational objectives.

· Learning and development
· Uses their skills and knowledge to help establish the standards that others in the organisation will apply.
· Takes the initiative to develop a wider breadth of knowledge across industry and/or business and identify and manage development opportunities in area of responsibility.
Digital mindset
· Recognises and evaluates the organisational impact of new technologies and digital services.
· Implements new and effective practices. 
· Advises on available standards, methods, tools, applications and processes relevant to group specialism(s) and can make appropriate choices from alternatives. 
Security, privacy and ethics
· Contributes proactively to the implementation of professional working practices and helps promote a supportive organisational culture.
Knowledge – Level 5
Applies knowledge to interpret complex situations and offer authoritative advice. Applies in-depth expertise in specific fields, with a broader understanding across industry/business.
Additional Responsibilities
Embedding te ao Māori 
Embedding Te Ao Māori (te reo Māori, tikanga, kawa, Te Tiriti o Waitangi) into the way we do things at MSD. 
· Building more experience, knowledge, skills, and capabilities to confidently engage with whānau, hapū and iwi.
Health, safety, and security
· Understand and implement your Health, Safety and Security (HSS) accountabilities as outlined in the HSS Accountability Framework.
· Ensure you understand, follow, and implement all Health, Safety and Security and wellbeing policies and procedures.
Emergency management and business continuity
· Remain familiar with the relevant provisions of the Emergency Management and Business Continuity Plans that impact your business group/team.
· Participate in periodic training, reviews and tests of the established Business Continuity Plans and operating procedures.

Know-how
· Strong understanding of principles, best practices, and regulations related to resilience.
· Ability to interpret and apply legislative and regulatory obligations relating to ITSCM/DR.
· Familiarity with resilience and recovery standards (e.g. ISO 22301, ISO 27001, ITIL, NIST).
· Experience with ITSCM governance, policy and standards.
· Significant experience of IT Service Continuity Management, disaster recovery, and its lifecycle.
· Knowledge of IT service criticality assessment and disaster recovery planning processes.
· Ability to guide and uplift technical teams in recovery documentation and validation.
· Skilled in supporting assurance, validation testing, and scenario-based exercises.
· Extensive experience in planning and executing continuous improvement activities. 
· Proven ability to develop tools, templates and SOPs for risk-based assessment and reporting.
· Trained in Coordinated Incident Management System (CIMS), with a strong understanding of CIMS and how the cross-government functions work in an emergency.
· Excellent interpersonal skills and the ability to build relationships with stakeholders and support in emergency situations.
· Qualification in BCM/ITSCM best practices is desirable (e.g. ISO 22301 Lead Implementer/Auditor, MBCI or other recognised BCM/ITSCM certification).
Attributes
· Rigorous intellectual analytical ability and able to think strategically.
· Strategic leadership and conceptual thinking.
· Inspires and motivates others. 
· Skilful communication and relationship management.
· Strong influencing skills and political nous.
· Inquisitive and interested in emerging technologies and practices. 
· Commitment to achievement and quality.
· Critical evaluation.
· Sound judgement.
· Honesty and integrity.

Key Relationships 
Internal 
· IT Leadership Team and wider MSD leaders
· Technology Policy, Performance and Risk Team
· Emergency Management and Business Continuity Team
· IT Incident Management Team
· Project Delivery Teams
· Risk and Assurance functions
· Other MSD managers/leads and employees
External
· Suppliers and vendors
· Other agencies who have a role in civil defence emergency management – government support agencies, utilities, health providers, welfare/voluntary organisations etc. 
Delegations 

Direct reports – No

Security clearance – No

Children’s worker – Not a children’s worker

Travel 
· Limited ad hoc travel may be required.
· To be on call and available/when adverse events occur

HR Delegation Level – No

Financial Delegation Level – No







Working in public service
In the public service we work collectively to make a meaningful difference for New Zealanders now and in the future. We have an important role in supporting the Crown in its relationships with Māori under the Treaty of Waitangi.  We support democratic government. We are unified by a spirit of service to our communities and guided by the core principles and values of the public service in our work potential and aspirations.
Ka mahitahi mātou o te ratonga tūmatanui kia hei painga mō ngā tāngata o Aotearoa i āianei, ā, hei ngā rā ki tua hoki. He kawenga tino whaitake tā mātou hei tautoko i te Karauna i runga i āna hononga ki a ngāi Māori i raro i te Tiriti o Waitangi. Ka tautoko mātou i te kāwanatanga manapori. Ka whakakotahingia mātou e te wairua whakarato ki ō mātou hapori, ā, e arahina ana mātou e ngā mātāpono me ngā tikanga matua o te ratonga tūmatanui i roto i ā mātou mahi. 
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