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24 June 2026

Teéna koe

Official Information Act Request

Thank you for your email of 8 and 16 June 2026 to the Ministry of Social
Development (the Ministry), requesting information about the Review of
Decision (ROD) process and the Ministry’s records management process.

I have considered your request under the Official Information Act 1982 (the
Act). Please find my decision on each of your requests set out separately below.

e ROD Process — 8 June 2026

A ROD application is an opportunity for Ministry clients to challenge the Ministry
regarding decisions that clients do not agree with, pursuant to section 391 of
the Social Security Act 2018 (the SSA). The process starts with an
administrative review generally referred to as an internal review and can
progress through to a Benefits Review Committee (BRC) hearing. The ROD
process can be ended before a determination is made by a client voluntarily
withdrawing their ROD application. Attached as Appendix One is the
Ministry’s ROD Process summary.

The Ministry also has some publicly available information about the process
here:
e www.workandincome.govt.nz/about-work-and-income/feedback-and-

complaints/review-of-decisions.html
e www.msd.govt.nz/about-msd-and-our-work/contact-us/review-of-
decision/review-of-decision-flow-chart-long-description.html

Additionally, the below links to previous Official Information Act responses may
contain information that you will find useful:

e 09052023-information-on-review-of-decision-applications-and-benefit-
review-committees-statistics-from-the-annual-report. pdf

e 30062023-request-for-all-information-about-the-complaints-process-
for-current-clients-including-policy-and-statistics-over-the-last-five-

years.pdf
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Depending on the benefit being reviewed, there is information about the
Review of Decision on our operational policy guidelines website here:
www.workandincome.govt.nz/map/.

e Information Management Policy - 16 June 2026

I have attached five documents marked as Appendices Two to Six. These
are:

2- Ministry of Social Development Information Governance Policy

3- Minimum Metadata Capture standard

4- Information Retention and Disposal Standard

5- Information Migration Standard

6- Information Classification Standard

These are released to you in full. You can also find more information about this
on our website at: www.msd.govt.nz/about-msd-and-our-work/publications-
resources/planning-strategy/information-data-and-analytics-strategy-
2022/data-analytics-information-roadmap-initiatives.html.

I will be publishing this decision letter, with your personal details deleted, on
the Ministry’s website in due course.

If you wish to discuss this response with us, please feel free to contact
OIA Reguests@msd.govt.nz.

If you are not satisfied with my decision on your request, you have the right
to seek an investigation and review by the Ombudsman. Information about
how to make a complaint is available at www.ombudsman.parliament.nz or
0800 802 602.

Nga mihi nui

Pp.

Anna Graham

General Manager

Ministerial and Executive Services
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The Review of Decision Process Summary

In keeping with the provisions of legislation and Ministry policy, any application to the Ministry for a review of decision, triggers the
start of a review process. Our Team is involved with the inital stages of the judicial review process starting with an Internal Review
and culminating with a decision being taken by a Benefits Review Committee.

On this Page:
The Internal Review stage

The first part of the review process comprises an ‘Internal Review’ by the site that made the decision under review. The Service
Centre Manager of the site in question examines the decision under review in the light of legislation and Ministry policy. This part of
the process is primarily an administrative process and is not a legal requirement. It is implemented in order to weed out incorrect
decisions and to correct them before they are escalated to the next stage. If the site in question’upholds the init';l decision the

review application moves on to the next stage. )
The Report to the BRC stage &% @
At this stage the original decision under review is re-examined, any new inf ﬁrowded by.the Applicant is taken into account

and a comprehensive Report to the Benefits Review Committee, coveri spectives o e Applicant and the Ministry is
written up. The Benefits Review Committee (BRC) is a review body thati rrect and fair decisions with

regard to procedure and law. A copy of the Report to the BRC is sen { i panel member of the Benefits
Review Committee. A suitable date for ‘Hearing’ the case by tr\@ S i is scheduled and the Applicant

=
2

The BRC Hearing @

The composition of the Benefits Review Co i acco ith-Schedule 7 of the Social Security Act 2018. It comprises
three panel members. Two of the panel m Ministry, who have had no involvement with the original
decision. The third panel member is ariind standing in nthe community appointed by the Minister. This
ensures impartiality, transparency d making process.

tp
Benefits Review hearings are a ¢ or a revie’@o take a fresh look at decisions made by the Ministry of Social
Development. w
On the scheduled %‘% , the n ew Committee convenes with the Applicant and a representative of the Ministry.

The panel hears p s fr the Ministry and the Applicant. However, if the Applicant fails to put in an appearance the

panel considers only facts ofthe presented in the report provided to it and in this case the Ministry will not attend the

hearing either. The Commj %ﬂ ines the decision under review and considers the perspectives of both the Applicant and the
y

Ministry giving due reg tural advantage that the Ministry may have in the situation.

The Report o @ C

After the hearing the Benefits Review Committee deliberates on the issue under review in the light of legislation. It tries to arrive at
a decision which is both fair to the Applicant and at the same time, within the bounds of what the Ministry can do under legislation.

The decision of the Committee is conveyed to the Applicant and the Ministry through a letter enclosing a copy of the decision
report written by the Chairperson of the Committee. Applicants are advised of the Social Security Appeals process where they
could seek further redressal if they are not satisfied with the decision of the Benefits Review Committee.

The Out of Time Review process

An Out of Time review is where a Review of Decision is lodged outside of the three month timeframe provided for in section 392 of
the Social Security Act 2018.

When a review is lodged Out of Time a slightly different process needs to be followed. This includes a hearing being held by the
Benefits Review Committee to determine whether or not the review will be heard. Please refer to the link below for all you need to
know about the Out of Time process.

Out of Time reviews [http:/doogle/resources/helping-staff/procedures-manuals/review-decisions/out-of-time.html]




The Judicial Review Process

| Committes |

= i o -
Court of High Social Security
== Court & Appeal

Authority

@
0 revie

The flow chart on the left, shows the entire judicial review process available to any &

Ministry.

@de&sion of the

as the Benéfits Review Committee process.
Revie itt e, organising a review

Review Committee process is an
\. basis.

Content owner: Review of Decision Last updated: 21 Decen@ §§ %

The Ministry is involved with the first, second and third stages of the proces




IN-CONFIDENCE

Information Governance Policy

Last Review Date: November 2024

Next Review November 2026

Date:

Approved by: Organisational Health Committee

Owner: General Manager Information (CISO, CPO)
Purpose

This policy defines the principles, roles, and responsibilities which support the
Ministry of Social Development (the Ministry) in upholding its Information
Governance responsibilities to the New Zealand Government
principles found in this policy set the governing direction an
Information Governance. Underpinning this policy are

processes, and guidance material which collectively operati

in this policy and align the Ministry’s Information re and décision-r i

Policy Statement @ @

The Ministry holds and uses informatio @mg %Hr{formation and

data) about people that impacts thei ion\is taonga, and as its
while it is in our care.

stewards we must both use it responsi
Effective information gover quire e \Ministry to understand the

information it holds, defi 0NS respons i
lly, it requires the Ministry to have

how that information is(bei Sed
assurance that its in nis 1, is managed appropriately, and its
staff are acting onsibly g information.

Scope \/
‘ stry staff including contractors; all information and
he

This @k
data h du Ministry; and all activity conducted by third parties on
behalf o hw.

&
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Policy Principles

The following principles must be understood and followed to ensure alignment
with the purpose of this policy.

1. The Ministry’s information assets are identified and
appropriately protected based on legislative requirements,
information value and risk culture

The Ministry manages information assets in accordance with the requirements
defined in key legislation such as the Public Records Act 2005, Privacy Act 2020,
and the Official Information Act (1982), along with policy guidance such as the
Protective Security Requirements (PSR). The Ministry’s standards and other
guardrails define the measures which set the baseline for ho formation assets
are collected, secured, stored, used, and managed using a

ities for, their
anaged and monitored
ation Asset Owners are also

ensures people use authoritative information. The information
gsed, and shared by the Ministry is appropriate for the purposes it is
arnd collected for, and contributes towards better insights, better

, and better lives.

Consistentl%&@&inuously maintaining the quality and integrity of Ministry
i [ se

4. The Ministry partners with tangata whenua in decision-making
about information held by the Ministry to support Maori

The Ministry fosters collaborative relationships with Maori communities to ensure
their voices are heard and respected in decisions about information held by the
Ministry that impacts their lives. The Ministry values the trust placed in it by
Maori and is dedicated to embedding Maori perspectives into the way it cares for
and manages Maori information. Upholding its responsibilities to its Accord
partners, the Ministry is committed to working alongside key partners to support
decisions about how Maori information is governed.

MSD Information Governance Policy 2
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5. The protection and responsible use of Ministry information is
everyone’s responsibility

Ministry staff are responsible for handling information appropriately while it is in
our care. Ministry technology and processes play a key role in providing a layer
of protection over information, and our awareness of information risk and its
acceptable use is just as important. The Ministry expects staff to act in a timely
and coordinated manner to prevent or respond to breaches of, and threats to,

information.

Roles and Responsibilities

Everyone that works for or is contracted to the Ministry has.a respon5|b|llty to
comply with this policy. The responsibility of each role spe(;if”cally relevant to

this policy is set out in the table below:

Person/Party Responsibility
All Staff All staff are respons;blé ‘for, R ‘
e Complying wuth the Mmlstry s mformatlon policies
. FoIIowmg\mformatloh gmdance and training
‘ |nformat|on security,
Managers

). /Leadingk and facilitating regular information discussions

\ Wlth their teams

‘I‘;,fl?Ensurmg their teams are familiar with the Ministry’s

~ information policies and guidance; use approved tools,

and comply with the Ministry’s information governance

approach

Providing direction on acceptable behaviours to their

teams

e Modelling good information practice through their actions
and behaviour

e Identifying and escalating information risks, as
appropriate, to ensure information is managed effectively
at the appropriate level and in a timely way

e Reporting any information security or privacy incidents to

their line manager

MSD Information Governance Policy 3
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Person/Party

Responsibility

Information
Asset Owners

All information assets owners are responsible for:

Leading and championing a culture that values protection
and responsible use of information;

Understanding which information assets, they are
accountable for, their value, where they come from, and
how they are used;

Knowing who has access to that information and why and
ensuring that access is controlled and reviewed
continuously;

Ensuring the risks to, and the ]epportunitie;s for, their
corresponding information,a assetS'iv"are;;_i'ﬁanaged and
monitored; and N 3\ 1)

Ensuring their lnformatlon assets are, fully utlllsed in line
with responsible mformatlon use.

The information asset owner must understand the value of each
information asset to the/ orgamsation and any legal or
regulatory requn‘ements appllcable to the collection, use or
storage of the mformatlon asset

At the Mlmstry, Informatlon Asset Owners will typically be
aSSLQned at the( Tler 3 senior leader level, reporting directly to

.Deputy Chlef Executlves (DCEs).

Information "
Stewardjsi‘jj " A

"irInformatlon Stewards are responsible for:

,Malntalnlng specialist knowledge about the information in
~their business area.

Ensuring information is available for its intended purpose;
Managing and maintaining information assets based on
MSD standards, policies, and other guardrails, including
data quality, integrity, and metadata;

Maintaining and updating an inventory of information
assets;

Monitoring and optimising the lifecycle of information to
effectively manage risk and opportunities;

Collaborating with stakeholders across the business
(System Owners, other Information Stewards, Business

MSD Information Governance Policy
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Person/Party Responsibility

Capability owners, and Line 2 assurance functions, etc.)
to implement the necessary guardrails;

The responsible use of information assets, enabling the
organisation and other agencies where appropriate to gain
maximum value from the information; and

Supporting information asset owners to make informed
decisions about the management and use of their asset

for the duration of its lifecycle.

The Information Steward must keep the Information Asset
Owner informed and aware of any risks or concerns..
surrounding the integrity or safety of. the lnformatlon

At the Ministry, Information Stewards will be a55|gned by the

Information Asset Owners and are typlcally senlor ‘subject
matter experts in their respectlve busmess areas

Information
Governance
Committees

Information governance commlt’cees are respon5|ble for
overseeing ands tracklng the achlevement of the Ministry’s
strategic ob]ectlves relatmg to information governance. They
set the overall risk culture for the Ministry, which guides the
way- |t responds to mformatlon risk and opportunity.

These governance bodies must have membership from the

’i\g_Mlmstry s Leadershlp Team, as well as appropriate Maori
representatlon and have oversight of:

. fInformatlon and IT security policies and strategies

. “Information standards and architecture

e Obligations contained in the Protective Security

Requirements (PSR), the Privacy Maturity Assessment

Framework (PMAF), and the Archives New Zealand
Information and Records Management Standard
e Ministry decisions about ensuring there are adequate
systems, processes, and controls in place to identify and
manage information risk.

At the Ministry, the Information Governance Committees
consist of the Leadership team (LT), Organisational Health
Committee (OHC), the Information and Protective Oversight
Committee (IPSOC), the Transformation and Investment
Committee, and Tai Nuku Design Committee.

Executive
Sponsor
Information

The Executive Sponsor champions the importance of
information management among the organisation’s leadership.
The aim is for everyone in the organisation to see information
management as an integral part of a business operating

MSD Information Governance Policy 5




IN-CONFIDENCE

Person/Party

Responsibility

effectively. The Executive Sponsor Information is responsible
for:

e Ensuring that the strategy and policy adopted by the
organisation supports information management

e Being involved in strategic and operational planning to
align information management with the corporate
objectives and business activities of the organisation

e Liaising with business units to ensure that information is
integrated into work processes, systems, and services

e Overseeing the budget for information and ensuring the
resources needed to support mformatlon are known and
sought in funding deC|5|ons NN A

e Ensuring that staff w1th appropnate skllls to implement
information strategles are employed and regular
upskilling is avallabie A\

. Monltorlng and revrewmg mformatlon to ensure that it is
|mplemented transparent and meets business needs

The CE has delegated the Executlve Sponsor Information role

to the DCE Organlsatlonal Assurance and Communication
(OAC) 2\

Chief Securlty
Officer

Y.The Chief Securlty Ofﬁcer (CSO0) is responsible for having
{;overs;ght of the Ministry’s protective security practices in line
" with Pro.tectlve Security Requirements (PSR).

| At the Ministry, the CSO is the DCE OAC.

Chnef Informatlon
Securlty Offlcer

_TT‘he Chief Information Security Officer (CISO) sets the strategic

direction for information security within their agency. The CISO
is responsible for cyber security requirements, and accountable
for representing cyber security, leading a programme of cyber
security continuous improvement, and managing a virtual team
through a distributed security function.

At the Ministry, the CISO is the General Manager (GM)

Information. The GM Information is responsible for
implementing and having assurance over this policy.

MSD Information Governance Policy 6




IN-CONFIDENCE

Person/Party Responsibility
Chief Privacy The Chief Privacy Officer (CPO) sets the strategic direction for
Officer Privacy within their agency. The CPO is responsible for:

Dealing with any complaints from the Ministry staff or
clients about possible privacy breaches

Dealing with requests for access to personal information,
or correction of personal information

Acts as the liaison for the Ministry with the Office of the
Privacy Commissioner

Advising the Ministry on the potential privacy impacts of
changes to the organisation's busmess practices
Overseeing the function governmg what, the Mlnlstry can
and cannot do with personal mformatlon J )

At the Ministry, the CPO |s the GM Informatlon
Information, The Information, Secunty and Identlty Group is responsible for:
Security and . Supportlng MSD s strateglc future - providing thought

Identity Group

Ieadership on”~ mformatlon security, privacy and
mformatlon management across, as well as influencing

v,_\,mformatlon matunty growth across MSD and all of
(Cgovernment.
»,Dellvenng assurance - providing support to MSD in

meetmg its compliance responsibilities through an

"‘*'a\s\surance programme to manage defined information
risks.
~“Providing expert advice - providing specialist skills to

ensure business processes and systems design align to
good practice, including responsible use and protection of
information assets and comply with information legislation
and related regulations.

Delivering a foundational capability - providing direction,
guidance tools, training and support for information
capability improvements.

Strategy & The Strategy & Insights Group is responsible for:

Insights

Maintaining enterprise data resources, such as an
enterprise data catalogue, enterprise data model,
and their implementation into MSD’s data
warehouse, ensuring we can understand and

MSD Information Governance Policy
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Person/Party

Responsibility

access our authoritative data sets with confidence
in their quality, timeliness, and consistency.

e Driving MSD’s approach to data and analytic
products which support decision making, and
ensuring we are recognising the potential value of
a given use of data in trading off against risk.

e Setting requirements for new data collection and
standards around that data’s quality and
structure in order to be useful for analytics.

e Supporting the Ministry to use and manage
Ministry data, analytics, and ev:dence RN

e Client and Business Intelllgence and data saence

e Research and Evaluatlon ‘to analyse data ‘and
produce insights that mform deCIsmn maklng and
provide ewdence on what mterventlons work for

e Data Management and data reportlng

Improvement,
Systems and
Technology (IST)

ISTis responsnble for enabhng people and partners with
|mproved serwces and effectlve technology so New Zealanders
can easnly access the support they need.

(\ IST as system owners are responsible for the overall

< »./operatlon of the system, including any outsourced services,

' telecommunlcatlons and cloud. IST is part of the
| Transformation Group and are made up of service improvement

and technology experts, including Technology Security and

‘Fdentity

Eth |csAdwsor i

The Ethics Advisor is responsible for:

e Formulating, reviewing, and disseminating ethics-related
documents, and providing guidance related to all ethical
issues, including those relating to information (code of
conduct, conflicts of interest, outside activities, etc.)

At MSD, the Ethics Advisor is an independent ethics advisor
commissioned by the GM Information.

MSD Information Governance Policy 8
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Word/ phrase

Definition

Algorithm

Algorithms are sets of instructions that enable computers to solve
problems or complete tasks. There are many different types of
algorithms for different purposes and outcomes. Algorithms can
be simple or complex. All forms of ‘Al’ are complex algorithms.

Archiving

The process of preserving information that needs to be held over
the medium or long term with low frequency of access, so that it
retains its integrity and remains available for use by MSD and
others until it is able to be disposed.

Information

Recorded information (including both personal inforhwation and
data) in any form created or recelved and malntalned as evidence
of Ministry business. It mcludes, but is'not ||m|ted to documents,
email correspondence, datasets audlt logs metadata (including
reaction emoji &}), text messages vonce recordlng, social media,
and web pages. ”7 \\ P\

Information
Asset

An Information Asset is an |dent|f|able collection of information
and data recogmsed as havlng value to the agency. Information
assets’ have recognisable and manageable risk, content, and
Ilfecycles Assets are deﬁned at the broadest level that permits
effective governance description, and comparability to other

x‘*assets (lncludmg equivalent assets held by other agencies).

Informatibn

Lifecycle > =

A The stages through which information passes, such as creation or
B collectlon storage, access and sharing, use, maintenance and
:archlvmg, and disposal through destruction or transfer.

Governance

Information. —

Enterprise Information Governance is a structured, consistent,
and deliberate approach to managing, protecting, and using our
information to support the Ministry’s strategic objectives and fulfil
mandated obligations. It unifies existing governance structures,
clarifies decision-making processes, and identifies gaps across
information-related capabilities. By embedding Te Ao Maori values
and integrating the Information Accountability Framework and
Information Policy Framework, it drives effective and accountable
information management practices

Information
Use

Information Use means everything that is done with information.
This means not just active use, but also all parts of the
information lifecycle (including collection and disposal). For the
avoidance of doubt, information is being used when it is held in a
database, even when that database is not actively being accessed.

MSD Information Governance Policy 9
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Information
Management

The process by which the Ministry ensures that information is
managed across its lifecycle, such that it is accurate, relevant,
and accessible; and that it is retained and disposed of
appropriately in line with its value and its risk profile.

Information

Information Security relates to the protection of information

Information

Security regardless of its form (electronic or physical). The accepted
definition of information security within government is: "measures
relating to the confidentiality, availability and integrity of
information”.

Personal

Personal Information is defined under the Privacy Act 2020 as
“Information about an identifiable indivi

UV L des
anything that relates to an identifi 0 b@ ified

directly or indirectly, such as, bu address,

t
contact details, date of birthg?;gat re, %ou%hic image,

Social Welfare Number, i tion at eone’s health, sex

life or orientation, t @ es ﬁ'g@s, political or
philosophical be& , by@{%r genetic data.

Privacy

Privacy relates to ﬁ% righ individual has to control their

person @ma io 11 it’s used. There is an obvious
etween i on security and privacy. This policy

over>
re@ S t@ endence of one to the other.

Risk culture

lev @éthat an organisation is prepared to accept in
ursuit%& objectives.

MSD Information Governance Policy 10
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Minimum Metadata Capture Standard

Approved by: General Manager Information Group, Hannah Morgan on 09/07/2024
Standard Owner: General Manager Information Group

Next Review Date: July 2026

Review Committee Information Policies and Standards Working Group
1 Purpose

This standard describes the Ministry of Social Development (the Ministry) minimum expectations and
requirements for capturing and managing metadata. Metadata helps organisations te reliable an
trustworthy evidence of their business activities. It can be used to verify the authe @d integrity. af
records, enable discovery and retrieval of information, and manage security % qwreﬁgnts
information. Metadata comes in multiple forms — free-text, controlled lists a atlcall%

\

This standard outlines the Ministry’s obligations to capture and m
Zealand’s Information and Records Management Standard, whi
obligations under the Public Records Act 2005. The Informati nanQe,CRQm:v Jutlines how the Ministry

manages information assets in accordance with legisl ment I’ISk based approach, and
ensures the integrity of Ministry information. %

2 Scope /p@@ 4&

This standard applies to al’é&%
subject to the Public Reco 05, ex

:—r

€ that information is covered by Archives New Zealand’s

‘General Disposal A C|I|tat| ransitory, and/or short term value records’ and the
Information Gro at lts |s appropriate.
Definitions can nd at the’ fthls standard.

3 Sm@@”

3.1 MIHIM Metadata Requirements

3.1.1 Metadata must be captured for all information assets stored in MSD approved repositories, so they
can be appropriately managed throughout the information lifecycle.

3.1.2 Metadata forms part of the information asset so must be attached throughout the information
lifecycle.

3.1.3 Metadata must be a design component of all approved repositories of Ministry information.

3.1.4 The System Owner must seek Information Group approval on what level metadata must be applied
(e.g., to individual records, or whole datasets).

3.1.5 Audit and disposal metadata must be read-only. Other metadata must be read-only if advised by
the Information Group.
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To manage information assets through their lifecycle, the following metadata must be required. The
Information Group will approve how they are applied.

Minimum metadata to assign when creating and managing information:

a)
b)
c)
d)
e)

)

3.1.7

3.1.8
3.1.9
3.1.10

3.1.11

Unique identifier e.g., Object ID

Name / Title

Date created (or collected)

Business activity documented (which might be adequately described by the Disposal Class)
Information classification (in line with the classifications in scope of the MSD Information Classification

Standard)
Creator e.g., individual and/or entity or system
Type / Format (unstructured data only)

External sharing (where the system allows):
e What was shared
e What organisation it was shared with (not individual) @ @
vise) %

e When it was shared (includes when it is/was received)

Disposal trigger date (where the system allows, Information Gr@

Any later interaction with the information e.g.
e User

e Date of action
e Action taken @@

Minimum metadata to capture %sing :
k)

Unique identifier ef bject ID
Name / Titl

Date created wﬁ ted

Busin activity might be adequately described by the Disposal Class)
Creatore G- fivi tity or system

Date of d

Disposal Act ete or Transfer)

he disposal
system carrying out the disposal action

When information is destroyed the System Owner must ensure that audit and disposal metadata is
retained and either assigned to a stub, captured in a discoverable read-only log, or through another
mechanism as approved by the Information Group.

The System Owner must ensure this standard is upheld to information in their repository.
The System Owner must ensure read-only metadata cannot be altered.

A copy of the metadata schema must be documented in an approved MSD repository other than the
system it is describing so it is possible to verify that metadata fields are used in the way they were
intended and aligned to the schema.

Any metadata settings and setting changes must only be implemented if approved by the
Information Asset Owner and the System Owner with advice from the Information Group. The
System Owner must ensure the agreed settings are implemented.
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4 Standard Compliance

4.1 Exceptions

4.1.1 If any requirements from this standard cannot be met, then an exception must be granted, or the
non-compliant activity stopped.

4.1.2 Exceptions must be applied for using the approved exceptions process.

4.2 Compliance Measurement

421 Compliance to this standard will be measured through various methods, including but not limited to
monitoring, business tool reporting, internal and external audits, reviewing sy m confi guratlon
documentation and consultation with information asset owners and syste o@

/ J

4.3 Non-compliance &

4.3.1 Any employee found to have violated this standard MAY be s Iect to CIp|I ary ;%bas per the
Ministry’s Human Resources (HR) policies. This could inc up\ io and including
termination of employment.

5 Revision History

‘ chives New Zealand’s current minimum
men s, changes to requirements for read-only and
\ta to align with how the Ministry’s environment

r actice.

Word / Phrase | Definition

Approved ~/ A repository approved by MSD that meets business, legislative and information
repository requirements.

Audit Metadata Audit metadata captures details of interactions with information, such as access or
modification. It should be read-only.

Dataset A collection of structured data. Can also contain embedded unstructured data.

Disposal Action | Processes associated with implementing information destruction or transfer which are
documented within disposal authorities and can only be applied by the Information
Group.

Transfer refers to the transfer of control of information to Archives New Zealand, or an
authorised party.

Disposal An information management instrument that defines the disposal actions that are
Authority (DA) & | authorised for specified records and can only be applied by the Information Group.
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General « General Disposal Authorities

Disposal . .
: ¢ GDAL Lommon corporate service public recoras
Authority (GDA) GDA6 Common corporate service public records

» GDAY Facilitative, transitory. and/or short-term value records
» MSD’s current Disposal Authority (DA694)

Information Recorded data or information in any form or medium, created or received and
maintained as evidence of Ministry business (including processes, advice, activities,
and decision-making). This includes, but is not limited to, documents, signatures, text,
images, sound, speech or data and can come in a variety of formats such as electronic
and paper files, email correspondence, film, tape, computer discs, text messages,
social media, and web pages.

Information An Information Asset is an identifiable collection of data or information recognised as
Asset having value to the agency. Information assets have recognlsable«and manageable
risk, content, and lifecycles. Assets are defined at the broade \; eye‘i that pe

effective governance, description, and comparability to o \/ﬁhclu;img
equivalent assets held by other agencies). &

).
Information All Information Asset Owners are responsible f o\g/ unng the rlsks\:::’ énd the
Asset Owner opportunities for, their corresponding mformatl“c}n s\sets are managed and monitored.

The Information Asset Owner must be ?m e ho undefstq @hé value of the
asset to the organisation and any legalo gulgtory u1rements applicable to the
collection, use or storage of the in rr}% n/At MSD. Information Asset Owners will
typically be DCE, Regional Com@ ioxner or Glﬁup(ée al Managers.

\ ~//\>

Metadata Metadata is descriptive orfpa ne. g. the \ \creator, creation date etc. It helps
people to find, under ta{\g henticate; e/t?u\s se and manage information assets.
Can be user or sys eﬁ'gaer'a\er’ated/ . \\ >
A SO
Metadata Logical plan’ showmg ‘the rQl t\ shpS/between metadata elements, normally through
schema establlsff ng rﬁlesfor th ‘use an@ management of metadata.

System Owner @} ste sOwngr is respot |bIe for the overall operational and maintenance of a

ehln\oc t n is held, including any related support service, and ensuring
ce\pr
7 Related égg\}js

ses are followed and business requirements are met.
Standard | Purpose Link

Information A metadata record must be retained when Information Retention and Disposal
Retention information is disposed. Standard

and Disposal

Standard

Information  Classification metadata must be in line with the | Information Classification Standard
Classification PSR security classifications as required by the

Standard Information Classification Standard.

Information  |Metadata must remain attached when Information Migration Standard
Migration information undergoes migration and unique

Standard identifiers must remain reconcilable across

systems.
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8 References

Information Governance Policy

Archives New Zealand Metadata for information and records

Archives New Zealand Information and records management standard

Archives New Zealand General Disposal Authorities
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Information Retention and Disposal Standard

Approved by: Director, Information Foundations — Fiona McElwee on 14/04/2025
Standard Owner: General Manager Information

Next Review Date: April 2027

Review Committee Information Policies and Standards Working Group
1 Purpose

This standard describes the Ministry of Social Development (the Ministry) expectations and requirements for
the retention and disposal of information. Information retention and disposal are fundamental activities in an
information asset’s lifecycle. They enable the Ministry to appropriately manage inf from crgafion to
disposal. The Public Records Act 2005 sets obligations for how information ¢ é@ ecelve/d% lic

offices must be managed and disposed.

This standard supports and enables the principles in the Informanon érnance Polic h;@:nbe how

the Ministry manages information assets in accordance with legi uirem ow information
assets held by the Ministry have responsible owners to en em \ ﬁ\gp ropriately. Taking an
active approach to managing information helps to ensu [ try h information to inform

decision-making whilst also complying with Iegsla& @
2 Scope @@@
\/

This standard applies to all d and collected for Ministry business that is subject to
the Public Records Act 20
Definitions can be@ mw standard.

@ %

3 Stan d ard
3.1 Rete Storage
311 Al M mformatlon must be stored (digital information) or tracked (physical information) in the

appropriate system, approved to hold such information?, so it is protected and can be managed
through its lifecycle.

3.1.2 System Owners are accountable for information in their systems. If a System Owner discovers that
an information asset has been corrupted or otherwise made unavailable, they must immediately
contact the Information, Privacy and Security Group (IPS) to determine the appropriate recovery or
disposal action.

1 The Certification and Accreditation Standard describes how the C&A process establishes what information a system is
approved to hold.




IN-CONFIDENCE

3.2 Appraisal and Sentencing

3.21

3.2.2

3.2.3

3.2.4

3.3
3.3.1

3.3.2

3.3.3

3.4
34.1

3.4.2

3.4.3

3.4.4

345

Approving Disposal

Information Asset Owners must work with IPS to ensure that disposal can be completed routinely
and systematically for their information assets beginning from the appraisal process.

Information must be appraised and sentenced in reference to relevant Disposal Authorities (DA) and
General Disposal Authorities (GDA) by IPS to determine eligibility prior to any disposal activity. This
can be carried out as part of system design or, where that is not possible, as the first step in a
disposal process.

Appraisal must be carried out in consultation with the Information Asset Owner and any relevant
System Owners and documented by IPS.

Where an appropriate Information Asset Owner cannot be identified, the General Manager

Information will assume this role as required by IPS. @
Any disposal actions must be approved by the relevant Infor@g@nﬁt @] r

implementation.

Any disposal actions other than routine disposal
before implementation to ensure that relevant
Disposal Authority has been identified an

The Information Asset Owner must notify. IP etion\ofiapproved non-routine disposal
actions so IPS can update the | Asset R ten

%@% %@

Systems holding Mi nformatit% t protect the information to maintain its:
is

ris db On a case-by-case basis
ZCANN

%@écted against unauthorised modification and corruption);
n is usable and in an appropriate format); and

ability @
. conf@ formation can be accessed only by approved parties for specific purposes).

sset Owner must work with IPS and the System Owner to establish:

t ata settings? for their information assets (e.g., frequency of disposal, triggers); and

e system settings to allow that metadata to be used as part of routine disposal.

The System Owner must ensure that these settings (including any routine disposal processes) are
implemented as approved by IPS.

The System Owner must ensure routine disposal occurs according to these settings. Systems must
permanently destroy information when it is disposed so it cannot be recovered for ongoing use by
the business.

Systems must generate metadata records as appropriate to record disposal actions?. If a metadata
record cannot be retained within the system, the System Owner must contact ISI for advice.

2 See the Minimum Metadata Capture Standard for metadata requirements.
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4 Standard Compliance

4.1 Exceptions

4.1.1 If one or more requirements from this standard cannot be met, the Information Asset Owner and/or
System Owner must apply for an exception to the standard.

4.1.2 Exceptions must be applied for using the approved exceptions process.

4.2 Compliance Measurement

not limited to, monitoring, business tool reporting, internal and external audi cumentation review

421 The Standard Owner will verify compliance to this standard through various methods, including but
and consultation with Information Asset Owners and System Owners @

Ministry’s Human Resources (HR) policies. This ¢ (o) nménds up to and including
termination of employment.

4.3 Non-compliance
4.3.1 Any employee found to have violated this standard 2& ject iéctsil}ary action as per the
nclude f

5 Revision History

Date of Change

December 2024 Willis' inistrative’and minor technical changes to wording and structure,

July 2025 </; ,
? «

R

6 Deflnl@o/h

Word / Phrase Definition

Appraisal The process of evaluating business activities. Includes analysis of business context,
business activities and risk to enable decision making on what records to create and
capture, and how to ensure the appropriate management of information over time.

.. r wording changes and including information retention and
\ ) disposal process diagrams.

Appraisal can occur:

o Before information and records' creation and during the design of business

processes.

e At creation — to ensure information and records are correctly managed over
time.

e Retrospectively — after information and records have fulfilled their inmediate
purpose.

e When there is an administrative change or transfer of function.
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Process of eliminating or deleting information beyond any possible reconstruction.

Processes associated with implementing information destruction or transfer which are
documented within disposal authorities and can only be applied by the Information,
Privacy and Security Group.

Transfer refers to the transfer of control of information to Archives New Zealand, or an
authorised third party.

An information management instrument that defines the disposal actions that are
authorised for specified records and can only be applied by the Information, Privacy
and Security Group.

General Disposal Authorities

GDA6 Common corporate service public records
o GDATY Facilitative. transitory. and/or short-term value records
e MSD'’s current Disposal Authority (DA694) g

Recorded data or information in any form or medium, created or recelved and )
maintained as evidence of Ministry business (mcludmg processes advice; acﬂvmes
and decision-making). This includes, but is not limited to, documents slgnafures text,
images, sound, speech or data and can comé‘in.a vanety of formats such as electronic
and paper files, email correspondence, ﬁlm,\tape GOmputer dlscs text messages,
social media, and web pages. \ v /

3

An Information Asset is an |dent|ﬁable coﬂectlon of data or information recognised as
having value to the agency. Informatlon assats have tecognisable and manageable
risk, content, and Ilfecycles ‘Assets are defined at the broadest level that permits
effective governance, descnptlon and comparablllty to other assets (including
equivalent asse;sheld/by other agencres)

All Informatlon Asset’Owners are respon5|ble for ensuring the risks to, and the
opportunltles for; their ;:orrespondlng information assets are managed and monitored.
The Informatlon Asset Owner must be someone who understands the value of the

| asset to the organisation‘and any legal or regulatory requirements applicable to the
’\lcollectlon use or storage of the information. At MSD, Information Asset Owners will
f‘typlcally be DCE Regional Commissioners, General Managers or Group General

\?'Managers \S

,..\Metadata is descrlptlve information, e.g., The name, creator, creation date, etc. It helps
| people to find, understand, authenticate, trust, use and manage information assets.
Can be user or system generated.

Routine disposal refers to disposal actions that occur on a regular basis according to
pre-agreed rules or settings, e.g., those implemented into a system or described in an
operational process or standard.

Sentencing is the process of applying Disposal Authorities to information assets that
have been appraised to identify the minimum retention periods and disposal actions for
those information assets, thereby enabling appropriate decisions to be made about
how the information is managed through to disposal.

A System Owner is responsible for the overall operational and maintenance of a
system where information is held, including any related support service, and ensuring
all governance processes are followed and business requirements are met.

7 Related Standards
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Minimum Metadata is required to manage Minimum Metadata Standard
Metadata information assets and a metadata

Capture record must be captured when

Standard information is disposed.

Information System settings must manage access to = Information Classification Standard
Classification classified information according to the
Standard Information Classification Standard.

8 References

Public Records Act 2005

Archives New Zealand General Disposal Authorities %@ @1 §
NS/
\

Ministry of Social Development Disposal Authority @
Information Governance Policy @ /A

_ O\
Minimum Metadata Capture Standard @ &X\k//
Protective Security Requirements @ {\@%
Information Classification Standard @ O>

OO
N ;5\, \ J/'
@%/ _
\ X
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9 Appendix: Information Retention and Disposal Process Diagrams

Retention and Disposal — Routine Disposal

Appraisal and Sentencing

System Settings

Approval

Implementation

and Security (IPS)
Group

Information, Privacy

IPS sentences

IPS leads the apprisal
in consultation with

information in
»{ consultation with

the IAO and relevant
System Owner(s)

Information Asset
Owner (IAO)

the IAO where
possible

© ¢

])

System Owner

@é\

>
> \S

O

agree metad
for theirinf

I @@ @A
i

Disposal Trigger

System flags information
as
eligible for disposal

LS

\

N —

System Owner

IPS can approve
routine disposal
during set-up

A 4

IAO (or appropriate
delegate) approves
the disposal

.

implements the
agreed settings

System Owner ensures
destruction occurs and
disposal metadata is
captured

Figure 1: Routine disposal process.
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Retention and Disposal — Ad-hoc

Set-up Appraisal and Sentencing Approval Implementation
-
@ If IPS identifies that the
=2 y : Disposal is authorised
= = information has not yet met the —
2 a di leriteria, it ined by IPS
S e 35 isposal criteria, it is retaine
o8 3090
e E G} T F Y
$
£ q B
NN
IPS sentences
E L. information in @
2 o Motivation / Reason consultation with the
c < to dispose IPS leads the apprisal JAQ where possible
o N in consultation with @ > Di oved IAO notifies IPS that
w L E.g., the Business "| the IAQ and relevant 3 AD disposal has occured
E H identifies information System Owner(s) >
ug @] it wants to dispose @
- Q) A
5 % %C
g System Owner ensures
Q x destruction occurs
E v and disposal metadata is
% captured
> </\;
) @

Figure 2: Ad-hoc disposal process.
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Information Migration Standard

Approved by: Fiona McElwee, Director Information Policy, Capability and Operations
on 31 October 2025
Standard Owner: General Manager Information
Next Review Date: October 2027
Review Committee Information Policies and Standards Working Group
1 Purpose

when migrating information. This standard also describes the responsibilities of | on Asset ers

This standard describes the Ministry of Social Development’s (the Ministry) expecta@d requirements

when executing migrations to ensure information subject to migration is prop d and/p\%jgc .
This standard applies to all information created, stored, and collected r on*behalf of the Ministry, which is
subject to the Public Records Act 2005. This standard also outline istry’s obli 'oné 0 meet the

r

Archives New Zealand Information and Records Management S //\\

e The standard supports and enables following prin <&\jn\the IMMvemance Policy.

e The Ministry’s information assets are identifi opria(@@\\ga}ed based on legislative
requirements, information value and risk C&{%/ \
¢ Information assets are fit-for-purpo omote inf 'g)lon—making.

A

2 Scope %%%%%@%@

here the Ministry has a direct responsibility (and is

This standard covers mi n of inform
accountable for) n@ﬁa@orm 'o%?afe, secure and trustworthy way. The Third Party Provider
n :%
ion

Information Assura) ndard. b es what direct responsibility is and sets out several examples
where this can\)%c]@This V@% Migration Standard therefore applies to systems that contain Ministry
information, or information ¢ ﬁ‘Ministry staff or clients, regardless of where those systems are located.
Examples include;

) Migr“ m | one system to another (new system; system that has never housed this information
befoﬁe}h//‘

e Migration as part of a function transfer

e Repatriation of information (external vendor system that is no longer viable).

Migration of information where the Ministry has no responsibility, or an indirect responsibility (as defined in
the Third Party Provider Information Assurance Standard), for managing information is out of scope.

Definitions can be found at the bottom of this standard.

3 Migration Principles

These principles are set to support pragmatic decision-making about the migration of information and data.
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PRINCIPLE | Description
Only take Quality information supports good decision-making. It is trusted and can be easily accessed
i and used by the people who need it. Quality information:
fll;a 127 ti e Has context and is described properly,
information e Has a valid file type with a known application, and
e Has an identified Business Owner.
Only take By taking as little information as possible, we ensure the information we migrate will be
information = more discoverable. With a lower volume of information being migrated, migrations will be
with completed faster and with fewer errors. Business Owners are required to confirm whether
confirmed information they are responsible for:
business e Is actively used and aligned to a current function, and
value e Isrequired for compliance but either hasn't met the dlsposal tngger date oris
required to be transferred to Archives New Zealand under a Dlsposal Authorrty
(GDA 6 or DA694). A N S\
Information that is not actively used and has met its dlsposal trlgger ean be destroyed at the
discretion of the General Manager Information. -~ > TN\
Business The Information, Privacy and Security Group- (IPS) defers to the busmess on what is of
value is value and what is required to deliver theif function.” O\
determined e Decisions to dispose rest wrth the busmess
by owner o Where the Information Asset Owner cannot be ldentlf ed, ownership is transferred
to the General Manager Informatlon . \
Match The destination system must be fit for purpose for how the information will be used.
destination e Active and archlve Iocatrons are chosen based on understood business needs.
systems to . Exclude mformatlon assets that beIong in specific line of business system.
business A\ N\~
need
4 Standard
411 The Informatron Asset Owner must ensure the purpose of migration and details of the information in

scope are def ned and documented.

41.2

The Informatlon Asset Owner and System Owner(s) must also identify the following attributes to

enable the information risks to be properly identified:

Volumes (size, quantity)

414

» Format (file type, structured or unstructured)
» Age (date range)
*  Function (business purpose or use).

Solution design for the destination system within the Ministry must be documented, where
information is migrated to new systems or ones that have not housed this information before.

The System Owner(s) must ensure that the destination system has been risk assessed, certified by
the General Manager Information, and accredited by the responsible Deputy Chief Executive before
go-live.
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4.1.5 Systems Owner(s) must ensure the destination system meets the requirements of the Minimum
Metadata Capture Standard.

4.1.6 When a migration is required due to a legislated change in agency responsibilities, the Function
Transfer Standard also applies as described under Section 23 of the Public Records Act 2005.

4.1.7 All migration activities must be documented in a migration plan (refer to appendix A for a sample
template) in consultation with the Information Asset Owner, System Owner(s) and IPS so that it can
be risk assessed. These activities must include:

* Scope of migration

» Destination state

»  Description of migration mechanisms and phases
* Migration testing

» Disposal activities (if applicable). @
4.1.8 Information in scope for migration must be assessed by IPS befo;@ vities@&
e

confirm whether it should be disposed instead of being migrated.

isposalacti
Information Retention and Disposal Standard applies. %
4.1.9 Success criteria for migration must be documented in t igration plan- cess criteria must
also include an acceptable failure rate, informed by e@r ed by IPS.

4.1.10 Any proposed data transformation or cleansi .®
\ "&

ented and must only be
included into the migration plan if agreed to\b

record any disposal activities in

5 Standard Com@% @%

5.1 Exceptio v X

5.1.1 Ifone uirenden his standard cannot be met, the System Owner or Information
Asset must I n exception to the standard.

51.2 Exceptio%m%:igé I

5.2 Com@ce Measurement

5.2.1 The General Manager Information will verify compliance to this standard through various methods,
including but not limited to, periodic walk-throughs, internal and external audits, feedback to the
policy owner and confirmation through the migration plan.

4.1.11 IPS must be notified after migratiow@pl e’ to ~ >ess criteria has been met and to

ied for using the approved exceptions process.

5.3 Non-compliance

5.3.1 Any employee found to have violated this standard MAY be subject to disciplinary action as per the
Ministry’s Human Resources (HR) policies. This could include formal reprimands up to and including
termination of employment.

6 Revision History
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Date of Change | Responsible | Summary of Change

09 /2023 Nikhita Mistry = New standard developed.

10/2025 Tallulah Willis | Minor wording changes.

7 Definitions

Direct Holds the information within its own systems.

responsibility Uses an external service provider, such as a cloud serwce v@ store ﬁ%ss
or use information on behalf of MSD or otherwise in a ith MSD(s
instructions.
During the sharing process when information is be een

party x v
Where a service or product that collects;t es ogfkre\s\\brmatlon is co-
d \

0 pIe a joint agency
Information Recorded data or inform lo\@form (%S\{ , created or received and

maintained as eviden F Ministry bu ing processes, advice, activities,
includes, limited to, documents, signatures, text,
ata a d@n me in a variety of formats such as electronic

images, sound, spe -

and paper ﬁles \emgﬁl s bhce/“ﬁlm tape, computer discs, text messages,
social m dlq\\g >
Information AllInfo! att@ﬁ Assets \@rs are responsible for ensuring the risks to, and the

Asset Owner unities for e|r sponding information assets are managed and monitored.
~ ormation A on\ ner must be someone who understands the value of the
QA,, et tgtg rgamsatlon and any legal or regulatory requirements applicable to the
coIIectjdn use or storage of the information. At MSD, Information Asset Owners will

typi uy\\hep E, Regional Commissioners, Group General Managers or General

ers.

Migration (7 e \\ igration is the process of transferring information from one system or application to
\\ )) another, including its metadata.

Migration Specific processes and / or tools used to move data and information to one location to
activities another.

Migration Plan Refer to Migration Plan template (appendix A).
System Owner A System Owner is responsible for the overall operational and maintenance of a

system where information is held, including any related support service, and ensuring
all governance processes are followed and business requirements are met.

8 Related Standards
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Function This standard applies when the information relating to Function Transfer Standard
Transfer a business function is being moved from one
Standard organisation to another.

Third Party This standard must be applied when MSD engages, @ Third Party Information

Information funds or collaborates with a third party to provide Assurance Standard
Assurance services or products and it involves the collection,
Standard use, storage, sharing or disposal of information.

Information This standard applies to the changing statuses during | Information Retention and
Retention and |information’s lifecycle (i.e., creation, use, change and | Disposal Standard

Disposal ultimately disposal).
Standard
Minimum This standard applies to MSD information assets Minimum M/efadata Capture
Metadata covered by relevant Disposal Authorities (DA) and Standar@\\\/( - RN
Capture “Archives New Zealand’s General Disposal Authority />\v;x§\// (~
Standard (GDA) - 6 Common corporate service public records”, < \ N\

\

but not “General Disposal Authority (GDA) 7 N O

Facilitative, transitory, and/or short-term value <\// L_
i 1= C\N\ VWV

records”. / S\8 AN

, , L , SO | <\n ) -
Information This standard applies to information (:/(g{taefd\q;. ) /in?OK Jatior Classification
Classification  received by MSD. Classification of 'Kr-\fofmuﬁén/that is. [ Standard

stored internally must be treated-gs Hil;&‘}g)l\lﬂDENCI,.[‘ET;;:>

until reclassified. ) ¢ g

9 Appendices O O\
pp . ) // < \\/\(\/ > \}777/1/“\
The following Appendices grg”//p\ert\me<ﬁo th\is»stapga/gd:

e
e Appendix A%m“ ratioﬁf’hﬁ template\\ .,
< ~
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Appendix A: Migration Plan template

9.1.1 Information and Data Migration Plan

Project / Initiative (if applicable)

Team / Business Group

Key contact

Date

Introduction

e Project overview and background

e Solution Design @ Y~ ib
e Description of current system(s) & Q)*

ol ont AN
e Description of destination system(s) O\’ %
\

High-Level Summary
e High level scope N ‘\\ N
e Data to migrate @ \D
e Data not migrated ( 7/ \
N\ N \\
\/ ] . \/_L;

Migration approach

Description of de
e Description of m
e Timelines

~

f s
. activiti
e Migration i
S

e Testin

e Su ’g%en
. Ro@'

e Remediation (including post migration fixes)

processes)
iled processes)

Data destruction and decommissioning (if applicable)

e Description of dependencies or prerequisites
e Timelines (phases and key dates)
e Destruction/decommission activities (detailed processes)

Completed by

Date

Reviewed / Endorsed by (if applicable)
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Information Classification Standard

Approved by: General Manager Information Group, Hannah Morgan on 09/07/2024
Standard Owner: General Manager Information Group
Next Review Date: July 2026
Review Committee Information Policies and Standards Working Group
1 Purpose

This standard describes the Ministry of Social Development (the Ministry) expectations and requirements for
information classification. It describes the responsibilities of Ministry staff when classg\%ng information and

using classified information to ensure it is properly managed and protected, an irements inistry
systems when holding and processing classified information.

Our Information Governance Policy defines how the Ministry’s inform are |dent%d/
appropriately protected based on legislative requirements?, inform and t istky’s risk culture.
Our Information Security Policy requires that the Ministry mus @ infor s through right-
sized security controls. This standard supports these requi ‘ hat information is

classified, allowing its risk to be understood.

2 Scope

This standard applies to all infor ation/er ed, collected by or on behalf of the Ministry, which is
subject to the Public Record,%Ac

This standard applies t s contrac onsultants, temporaries, and other workers at the Ministry
including all perso d w p rties.

Definitions ca d at thls standard.

m%

1 The Classification System Policy created by the Protective Security Requirements outlines the mandatory use of this
system within government departments.
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3 Standard

3.1 Classifications

3.1.1

3.1.2

3.1.3

3.14

3.15

3.1.6

3.2

3.2.1

3.3

3.3.1

3.3.2

3.4

34.1

3.4.2

3.4.3

SENSITIVE and RESTRIC

All information created or received by the Ministry must be assigned a security classification as
described by the Protective Security Requirements (PSR).

Ministry systems must only hold information classified up to RESTRICTED.
Any information with NEW ZEALAND EYES ONLY (NZEO) and ACCOUNTABLE MATERIAL
markings must be rejected from systems that interface with SEEMail without storing or processing

the information.

Where information has not been classified it must be managed in line with the requirements for IN
CONFIDENCE.

Information classified as IN CONFIDENCE, SENSITIVE or RESTRICT @Ime

with the Ministry’s information classification guidance.

All information must have a clearly visible classification and ent mar§i§ g apf I|e

IN CONFIDENCE @
IN CONFIDENCE classified information ca W|th a employees other New
Zealand government agencies and authorl rties ot be shared publicly.

must only be shared with Ministry employees,
authorised 3 parties that need access for the
required by a contract, information sharing agreement,

All sy

other New Zealand gove :
purposes of their r it
legislation or similar rity.

ccess to information classified as SENSITIVE or RESTRICTED (or areas of the
ntaining that information) to be granted only as described in that access model.

Recla ication

Information must be reclassified when the risk of compromising that information changes, e.g. when
an IN CONFIDENCE classified document is authorised to be published, it should be marked as
unclassified, or when a person’s circumstances change and their information held by the Ministry
could endanger their safety, that information should be reclassified from IN CONFIDENCE to
SENSITIVE.

Information must not be reclassified without approval by the Information Asset Owner or their
delegate. Information received from another agency is owned by that agency for this purpose.

Information classified under another system that is received by the Ministry must be assigned an
equivalent PSR classification in consultation with the Information Group, e.g., information classified
in Australia that is received by the Ministry will require an equivalent PSR classification.
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4 Standard Compliance

41 Exceptions

4.1.1 If any requirements from this standard cannot be met, then an exception must be granted, or the
non-compliant activity stopped.

4.1.2 Exceptions must be applied for using the approved exceptions process.

4.2 Compliance Measurement

421 CISO must verify compliance with this standard through the Certification and Accreditation process
by assessing the information against this standard and ensuring approprlate nechanisms &

place.
4.3 Non-compliance % >

\/
.,5\

al r

Ministry’s Human Resources (HR) policies. This could i ds_up to and including

termination of employment.

4.3.1 Any employee found to have violated this standard MAM{ect o dlSCQ{> ac ion as per the
n

2 pIy a PSR classification to |nformat|on classified
anges to allgn with how the Ministry’s environment

Word / Phrase Definition

Information Recorded information (including data) in any form created or received and maintained
as evidence of Ministry business. It includes, but is not limited to, documents, email
correspondence, datasets, audit logs, text messages, voice recordings, social media,
and web pages.

Information All Information Assets Owners are responsible for ensuring the risks to, and the

Asset Owner opportunities for, their corresponding information assets are managed and monitored.
The Information Asset Owner must be someone who understands the value of the
asset to the organisation and any legal or regulatory requirements applicable to the
collection, use or storage of the information. At MSD, Information Asset Owners will
typically be DCE, Regional Commissioners or Group General Managers.

MSD System Any systems, on-premises and in the cloud, network assets, and computing devices
used to conduct MSD business or interact with internal/external networks and business
systems, whether owned by MSD, the employee or a third party.
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System Owner A System Owner is responsible for the overall operation and maintenance of a system
where information is held, including any related support service, and ensuring all
governance processes are followed and business requirements are met.

7 Related Standards

Authentication Users accessing classified information in Authentication Standard

Standard a Ministry system must be authenticated.
Encryption Information classified as IN Encryption Standard
Standard CONFIDENCE or above must be
encrypted in transit and at rest. / >

Information Classified information must be disposed InformatnonReté%on nd DISN‘S&a/ndard
Retention and in line with the Information Retention and

Disposal Disposal Standard. ~
Standard

Minimum Information classification metadata i

Metadata required to meet the Mlmmum

Capture Capture Standard.

Standard @

>
8 References N\

% =4 %
\
Information Governance P@Q @

Information Securip@

\
Protective Se@&% meé(\sg>
NZISM @ —)
Guidelines for P f Official Information

Guidelines fd(<hahdlmq SENSITIVE and RESTRICTED documents and material






