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27 February 2025  

 

 

Tēnā koe  

 

Official Information Act Request 

Thank you for your email of 29 January 2025, requesting information about the 
Ministry’s privacy compliance program.  

I have considered your request under the Official Information Act 1982 (the Act). 
Please find my decision on each part of your request set out separately below. 
Please note that the documents attached and listed below may fall in scope of 
multiple sections of this request.   

1. Privacy standards and frameworks 

Please refer to the following four documents attached: 

• 01. Automated Decision-Making Standard.  
• 02. Recording Standard.  
• 03. Client Identity Verification Standard.  
• 04. Survey Standard. 

2. Employee privacy policy 

Please refer to the following document attached:  

• 14. Personal Employment Information Policy. 
3. Privacy audit templates and related tools 

Please refer to the following document attached:  

• 05. Scene Setting – Privacy.  

The Ministry conducts a yearly privacy maturity assessment, this framework and 
self-assessment form is public and can be found through the following link: 
www.digital.govt.nz/standards-and-guidance/privacy-security-and-
risk/privacy/privacy-maturity-assessment-framework-pmaf-and-self-
assessments/self-assessment-forms  

The Ministry also undertakes audits on its Approved Information Sharing 
Agreements (AISA) as necessary however there is no standard template for these 
assessments. More information on these AISA’s can be found here: 
www.privacy.org.nz/privacy-act-2020/information-sharing/approved-
information-sharing-agreements  
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4. Privacy Impact Assessment (PIA) templates and guidelines 

Please refer to the following document attached: 

• 06. Security, Privacy, Human Rights and Ethics Assessment Template 
(please note that this document is in scope of question 3 above also).  

5. Privacy breach reporting templates, including assessments and post-
incident review templates 

Please refer to the following two documents attached: 

• 07. Forms- Privacy or IT Security Incident Form.  
• 08. Risk matrix for privacy breach details. 

6. Access and correction request response templates and standards 

Please refer to the following document attached: 

• 09. Privacy Act Request Templates.  

The Ministry does not have standard templates for the correction of information 
however more information on how clients are able to correct their personal 
information can be found here: www.workandincome.govt.nz/about-work-and-
income/privacy-notice/managing-your-information.html 

7. Standard legal clauses for privacy in commercial contracts 

Please refer to the following document attached: 

• 10. Commercial Contract Privacy Clauses. 
8. Documentation on how the organisation ensures compliance with 

privacy legislation and regulation. 
9. Any other relevant templates, policies, or frameworks used by the 

organisation to manager privacy and data protection obligations 

Please refer to the following three documents: 

• 11. Information Governance Policy.  
• 12. Privacy Human Rights and Ethics Framework.  
• 13. Template Information Sharing Memorandum of Understanding.  

I will be publishing this decision letter, with your personal details deleted, on the 
Ministry’s website in due course. If you wish to discuss this response with us, 
please feel free to contact OIA_Requests@msd.govt.nz. 

If you are not satisfied with my decision on your request, you have the right to 
seek an investigation and review by the Ombudsman. Information about how to 
make a complaint is available at www.ombudsman.parliament.nz or 0800 802 602. 

Ngā mihi nui 

 

pp.  

 

Anna Graham 
General Manager 
Ministerial and Executive Services 
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Automated Decision Making Standard 
Approved by: Leadership T earn 

Standard Owner: General Manager Information 

Review date: 1 March 2025 //- a 
1 

1.1 . 

1.2. 

1.3. 

1.4. 

1.5. 

Definitions ~ i_~ 

Automation is the use of systems or components of systems to re proces~ ~ 
order to reduce dependency on manual actions or interventions () ~ ~ 

Processes can be automated based on the application~ ~\ (R\ ~ 
(i) known business rules, and/or ~ ~ ~~ 
(ii) data-based algorithms without involvemt ~ sessment by,..a.-Q_u ~ll ineluding statistically or 

analytically derived patterns in mac~ rearni~ ofArtifi?i~ t'~ ige , ce. 

A decision for the purpose of tt;riran~arcNs h~ action~~\~1ri.grbetween two or more possible 
actions and m_ay b~ derived fr~{ egi~l~yve, cabine(Prj>t~l~Q'.aYauthority or can be operational, 
and may be d1scret1onary ~~.,_diser:etiona~ v ...... \) 

An automated decis1 11/for----th~ posJ,ol>tnj~ t~y•da • is a decision within an automated process 
where there is n~ ub~t~ human ·n~ <eotiJyfnaking the decision. 

Discreti ~ c, ~ requi~'l,exe i., of judgment to choose between two or more possible 
actions. ~ 

1.6. 1?o~ i5,9~ionary dec·srQ_n d9e~ ot require any exercise of judgement to determine the 
\ ~~ate action. \) ~ 

1. Q !l:;llusine'f"~ he person who is accountable for the automated process at any given time. 

1.8. F<;v!P'~ l:l~p~ of this standard, "bias" refers to the tendency of an automated decision process to 
~ ~~ n'fa'i ana unjustified outcomes, such as favouring or disfavouring one group over others. 

9 < ~~ated decisions may be biased because, for instance, the datasets they rely on are biased, N '\:'~G>jentially as a result of how data was collected in the past, or because social conditions mean 
.V that some groups are overrepresented in some risk groups. 

1.10. The prohibited grounds of discrimination are set out in the Human Rights Act 1993 Section 21 : sex, 
marital status, religious belief, ethical belief, colour, race, ethnic or national origins, disability, age, 
political opinion, employment status, family status and sexual orientation. 

1.11 . Discrimination on these grounds can be justified under the Bill of Rights Act 1990 Section 5, but 
only to such reasonable limits that are lawful and can be clearly and ethically justified . 
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2 Applicability 

2.1 This standard must be applied using the operational guidance when: 

(i) there is a proposal to automate a decision (as defined in sections 1.3 and 1.4), AND 

(ii) the automated decision has the potential to affect, an individual's entitlement, obligations, or 
eligibility status for support delivered or funded by the Ministry of Social Development (the 
Ministry). 

2.2 Where a complex algorithm is being proposed, the Model Development Lifecycl 1nus ~ •eel. ~ 
2.3 Any exception to this standard must be approved by the Chief Executiv i(efor~ ~-Gr~ a ed decisf? 

making can be implemented. '\) ~ 

3 Standard Requirements ~ 
3.1 General 

3.1 .1 Automated decision-making must: 

accuracy, reliability and saf«. ding e~ e I being ~~ , s~~ te . 

(ii) comply with all a_pplica,9JeJv11n~ , licies an ~a~ hat relate to the privacy, security and 
management of 1nformatl911 ~ 

3.1 .2 Automated deci~ -~~) us not pr{a:te\ lQ i~ncies for those the decisions directly affect, for 
example, creating~~~~ rkarou'{~s:{o~ cHent--fo enable automation, or unnecessarily 
increasing lirpe fr~~J<Fflcation 0- otifica~ n of a decision than would otherwise occur if it was 

manual! c~ 0~ ~ 
3.1 .3 i ~ ~ust -~ clear, r~ e~ant, an~'accessible guidance for users who are required to input or 

~~~da a1o be (used ir:r ~uJ,.o~ ated decision-making, for example, a service user entering their 

~ \ ~ a ion in M fl '--V 
3~ cura~ d discrimination 

3.2.1 Ac¥~(ld-r:eliability must be assessed before automated decision-making is implemented to 
/) r\sure?inso'far as possible, that automated decision-making is producing expected results, that 
9 atd~'-ated decisions do not deny clients full and correct entitlement (FACE), and bias and 

('N 1scrirti1nation is well managed. 

\3~ Based on the assessment carried out under 3.2.1 , where evidence suggests that automated 
decision-making has resulted in unintended bias, steps must be taken to identify and remove or 
mitigate the unintended bias, and any residual risk must be accepted by the Business Owner. 

3.2.3 Where unintended bias cannot be removed or sufficiently mitigated, substantial human involvement 
must be included in the process. This would then mean that the decision is no longer an automated 
decision. 

3.3 Policy, fraud and legal considerations 

3.3.1 Automated decisions must be lawful and align with policy intent. 
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3.3.2 An assessment must be undertaken to determine whether any proposed automated decision-making 
has the potential to: 

(i) increase (or decrease) the likelihood that people will commit internal or external fraud or client 
non-compliance; or 

(ii) Increase (or decrease) the scale or size of potential internal or external fraud or client non­
compliance. 

3.3.3 Any increased risk of fraud must be accepted by the Business Owner before autom t 
making can be implemented. a 

3.3.4 Prior to automating discretionary decisions, you must ensure that any leg•~~~l<ientified •~d i_ ~ 

3.4 

mitigated or accepted by the Business Owner before automated decisioo;r:iz~ng 'Gartsfie ~ 
implemented. '\) v \) 

Transparency ~ ~ 
3.4.1 The Ministry must make information publicly availa~ t· CJ~ 

(i) what policies and processes are used to i~e~~ a~ itigate ris~ so~~eel- ith automated 
decision-making, in particular those tha\~~~rnan rig\~~s\ and 

(ii) what decisions are made using auto<\~e~ ion- a ii ~~~~on---as reasonably practicable 
after they have been: ~ 1/1 \\), 

a. identified; / w ~ 
b. assesse agains ~ tandartl; ~~ 
c. app~ 4~~Busine~ ~ and the Standard Owner. 

3.4.2 The Minis ~ s~provide as ~~ 1ta~arency as possible, while minimising the risk of fraud, to 
clear-fy\explaiJVl)OW a de~ sion has~ e~ made through the use of automation, including the role of 

~ ~ ans-,i!),cf1Yomating f~ ecision and who is accountable for the process and the decision made. 

~ NI ~ I rest~ ~ explanation, the Ministry must provide as much explanation as 
e" s1ble t~tin~ 1:1al and clearly outline what details have been withheld and why. 

3.4.4 The-3-~0~a1:1tofdate: decision-making must be communicated to the individual in a way that is easy 
~ nd,st~~and clearly shows a decision was made using automation, the outcome of that 

c·sion, ana the process for challenging or appealing decisions. 

~ man oversight 

3-:-5_ A visible and accessible point of contact must be nominated for public inquiries about decisions 
made using automation. 

3.5.2 The Ministry must provide a channel for challenging or appealing decisions made using automation 
and this channel must be made easily visible and accessible to the individual(s) impacted by the 
decision. 

3.5.3 The process to review an automated decision that has been challenged or appealed must not itself 
be an automated process. 
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Automated Decision Making Standard 

3.6 Compliance and assurance 

3.6.1 Compliance with this standard must be verified for all new uses of automated decision-making 
through the existing Security, Privacy, Human Rights and Ethics Certification and Accreditation 
process. 

3.6.2 Regular monitoring must be carried out to ensure that the automated decision-making continues to 
produce expected results and to ensure bias and discrimination are well managed. 

4 
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Recording Standard 

Approved by: Privacy & Security Oversight Board (PSOB) on 13 April 2022 

Next Review Date: April 2024 

Owner: General Manager Information 

1 Overview 

1.1 Purpose 

1.1.1 This standard sets out the minimum requirements to ensure that MSD meets its obligations under 

the Privacy Act 2020 (Privacy Act) when making recordings for operational purposes. 

1.2 Definitions 

1.2.1 Recording refers to speech or moving pictures that have been captured to be listened to or watched 

later. It does not refer to the process or business of storing them. 

1.2.2 Meeting is an occasion when people come together, either in person or online, to discuss 

something, and can include announcements. 

1.2.3 Internal Event or event means a meeting that is only attended by MSD personnel. 

1.2.4 Client meeting is any meeting or discussion with an MSD client regardless of whether this 

interaction is face to face, phone based or via other methods. 

1.2.5 External event is any meeting, community gathering, function, or a public event that is attended by 

non-MSD personnel and is hosted or attended by MSD personnel. 

1.3 Scope  

1.3.1 This standard must be applied, using the operational guidance, when recording: 

(i) Any images through CCTV 

(ii) Inbound and outbound calls at the Contact Centre 

(iii) Any external events MSD hosts, attends, or for internal or external public relations purposes. 

(iv) An internal event  

(v) A client meeting 

1.3.2 This standard must be applied by all staff, third parties and contractors who record, or handle 

recorded information, on behalf of MSD. 

1.3.3 This standard must be applied equally to formal interviews as well as less formal conversations and 

other interactions that are recorded. 

1.3.4 MSD must grant reasonable requests from non-MSD personnel to record their interactions with 

MSD. 
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2 Standard  

2.1 General 

2.1.1 There must be a clear purpose and justification for recording the meeting. 

2.1.2 All parties must be able to understand why the recording is happening. 

2.1.3 Any reasonable objection or instruction from an attendee must be considered, such as a request: 

(i) Not to capture their image 

(ii) Not to capture their voice 

(iii) To note their objection or instruction. 

2.1.4 If a reasonable objection or situation is present that prevents recording, a formal record of the events 

must be made via other means i.e., minutes etc. 

2.2 Access and retention 

2.2.1 Any recording must be stored in line with the guidance for managing Ministry information. 

2.2.2 Any party to a recording must be able to request access to a copy of this, as it is classed as 

personal information we hold about them. 

2.2.3 Any recording must only be retained for as long as it is required in line with the original, or a directly 

related, purpose.   

2.3 Use 

2.3.1 A recording must not be used for a purpose different to, or not directly connected to, the original 

reason for making the recording. 

2.4 Technology and equipment 

2.4.1 For recording being facilitated by MSD, only tools approved for recording must be used. 

2.4.2 If you feel there isn't a tool that meets your needs or would like to check, you must contact the 

Information Management team at infohelp@msd.govt.nz. 

2.5 Transparency and notification 

2.5.1 The fact a meeting is being recorded, its purpose and the intended use of the recording must be 

understood by all potential and actual attendees and captured as part of the recording. 

2.5.2 All those that may be captured in any recording must be given reasonable opportunity to consent. 

2.5.3 If recording cannot take place without capturing others not party to the meeting or who have not 

given their consent, then the recording must not be created and an alternative method of capturing 

the information should be used. 

2.5.4 If it becomes apparent after a recording has taken place that someone was unexpectedly included in 

the recording all reasonable steps must be taken to resolve the situation in accordance with the 

process set out in the operational guidance. 
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2.5.5 Participants must be given reasonable opportunity to access or review the accuracy of any minutes 

or transcription created from a recording, if requested. 

3 Standard Compliance 

3.1 Exceptions 

3.1.1 Any exception to this Standard must be approved by the General Manager Information in advance.  

3.2 Compliance Measurement 

3.2.1 A review must be carried out at least once every three years or more frequently (based on the 

nature and level of risk connected to the process) to ensure that any recording made of handled 

meets the actions required under this standard. 

3.2.2 Compliance to this standard will be measured through the assessment of retention and deletion 

activities, use of, and fulfilment of any related Privacy Act requests for personal information 

connected to recordings. 

4 References 

Privacy Act  

Operational Guidance (in development) 

Data Protection and Use Policy 

Information Hub (containing information policies, standards and guidelines) 
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Client Identity Verification Standard 
Approved by: 
Standard Owner: 
Next Review Date: 
Review Committee 

GM Information on 20/09/2023 
GM Information 
September - 2025 
Information Policies & Standards Working Group (IPSWG) 

1 Purpose a 
This standard describes the Ministry of Social Development (the Ministry) exjl"O~~ {? _ ~ 
requirements for verifying a client's identity. Aligning your identity verificatic;6.,p~fes~ n217or guideli[l~~ 
with this standard will enable the Ministry to have a known level of trust·and con~ nce that clie~~~ 
genuinely who they claim to be. ~ \) 

This standard can also be shared with third-party vendors -'<~~'aj try's •~\~ON· entity 
verification processes. It is expected that third parties , Clstm e~t -~ require "e (ts~a m this 
standard and provide evidence (e.g. , signed policy_ p~G ~). ~ 

2 Scope ~ 
This standard covers the minimum idW!)\verificat on re\;l~e~~wrvall Ministry systems, network 
assets, and computing devic~ us'e~ o~ tluct Minis~i/ IY' i~~""o\ interact with internal/ external 
networks and business syste~{~ih~6wnet~~~\ tnistcy, the employee, or a third party. This 
includes systems that co~~~~ or c so er cfafa G>~ ned or managed by the Ministry, regardless 

of location. ~ ~ ~ 

This standar~~e\ iYe'mploye~\~ttactorJ;,, consultants, temporaries, and other workers at the 
Ministryt So, 1~ve)bpment, inclo li~ a111>ersonnel affiliated with third parties. 

De~ ~ • found a~ m of this standard. 

sf tra work and process 
('\' 

1
o"9onstructing this standard 

.V as been supplied by the 
Department of Internal Affairs 
(DIA). Core content and 
definitions have come from all­
ot-Government definitions set 
out in the DIA Identity 
Management Standards 1 and 

1 Source: DIA Identification Management Standards (link: httpsJ/www.digital.govtnz/standards-and-guidance/identification­

managemenVidentification-management-standards/) 
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these are explicitly referenced throughout this document and included in Section 6 of the standard. 

A critical component of the DIA reference standards is that it utilises an assurance-based risk model. 

This involves setting requirements for identity verification in an organisation based on the levels of risk 

inherent in the delivery of its products and services. The level of risk identified then translates directly 

to a ‘level of assurance’ (LOA) required to best manage the identified risk. 

The requirements within this document are based on a ‘level of assurance three’ (LOA3) from the DIA 

Identification Management Standards, supplemented with a set of custom requirements for MSD 

based on the scope above and in following the process outlined by DIA. This level of assurance was 

selected after a risk assessment was completed with a working group of diverse representation to 

ensure broad coverage of MSD’s products, services, and interests2. 

 

3.2 Client identity verification objectives 

Confirming a client’s identity (a set of information that represents a person), will involve fulfilling four 

(4) objectives: 

3.2.1 Establish that an identity is unique. 

3.2.2 Establish that an identity has not been fraudulently created. 

3.2.3 Establish the use of an identity (through interactions with Government and the community) 

over time. 

3.2.4 Establish confidence in the linkage between an identity and the person who is claiming the 

identity. 

 

3.3 Principles of assurance 

3.3.1 MSD will use levels of assurance to determine its confidence level in a client’s identity.  

3.3.2 The level of assurance required (LOA3) (Section 6) will be achieved for each client to 

receive a product or service for the first time to achieve a high confidence in the claimed or 

asserted identity. 

3.3.3 Assurance is achieved through ensuring MSD has the right information about the right client.  

 

3.4 Requirements 

Requirement key 

Requirement Type Interpretation 

MUST An absolute requirement. 

SHOULD Defines a recommended course of action that may be ignored if the full implications 

of doing so are clearly understood and MSD is prepared to accept them. 

 

2 Source: MSD R&A client verification risk assessment_endorsed 29Oct20 (link: 

https://objective.ssi.govt.nz/documents/A13076295/) 
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Information is protected 

Identity information is protected, and measures are in place to prevent identity theft by building 

protections into the collection and storage of information: 

3.4.1 MSD MUST have a justifiable need for every piece of information it collects. 

3.4.2 MSD MUST store only the information it requires to carry out its purpose. 

3.4.3 Where information is collected for the sole purpose of verifying an identity, once the identity is 

confirmed, MSD MUST discard this information. 

3.4.4 Where identify verification processes include facilitated events, MSD MUST keep a record that 

the information was collected, and the verification process undertaken. 

3.4.5 MSD MUST collect enough distinctive information when it verifies client’s identity to ensure one 
client can be distinguishable from another client.  

 

Information is accurate 

Identity information is accurate, and measures are in place to determine the quality of the information 

being used to verify a client’s identity: 

3.4.6 MSD MUST seek assurance that the information provided on an identity credential (e.g. NZ 

Passport) is accurate.   

3.4.7 Information provided on an identity credential used to verify a client’s identity MUST be from an 

authoritative source (i.e. cannot have been altered since it was delivered from this source) or a 

certified copy (Section 6). 

• Where an original document cannot be sourced, MSD MUST accept certified copies of 

identity documents (this is an MSD specific standard). 

• In accepting certified copies, MSD SHOULD be satisfied that the documents provided are 

true copies. 

 

Quality of identity information 

3.4.8 MSD MUST assess the quality of a credential; this can be completed digitally or manually (e.g., 

NZ Drivers Licence) and/or by assessing physical security features (e.g., holographic text on a 

NZ Drivers Licence) of a credential where they exist. 

3.4.9 MSD MUST ensure the integrity of a facilitated identity verification events by assessing the 

security features (e.g., verifiable Credential Provider identifiers, digital certificates, asynchronous 

keys, encryption, authentication channels and cryptographically signing the verification event). 

3.4.10 MSD SHOULD ensure an identity credential has not been revoked by the credential provider. 

3.4.11 MSD MUST check the expiration and issue dates for documents used as evidence of identity: 

• ‘Category A’ (Appendix 1) documents MUST be current or have expired no more than 2 

years ago. 

• ‘Category B’ (Appendix 2) documents MUST be current. 

• ‘Category B’ (Appendix 2) documents marked with an (*) MUST be issued within the last six 

months. 
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3.4.12 Facilitated identity verification events generated based on documents that do not meet the expiry 

and issue dates as specified under 3.4.11 MUST only be accepted where the risk to MSD has 

been assessed and where this risk has been accepted by the GM Integrity and Debt prior to the 

solution being implemented. This assessment is per solution, not per event. 

 

Identifying client information 

Client information must be specific to a single client and have a legitimate association.  

3.4.13 MSD MUST ensure a client provides enough information to identify a distinct client record. 

3.4.14 MSD MUST be able to identify when an identity has been claimed. 

 

Linking the Client to their information  

A client must be the subject of the client information (or credential) they have provided:  

3.4.15 MSD MUST bind3 a client to their information in a way that establishes a relationship between the 

client and the identity information collected. 

3.4.16 MSD MUST select binding methods using the following ‘binding factor’ types: 

3.4.16.1 possession factors (e.g., In possession of a credential) that contain enough 

features to assess as genuine  

3.4.16.2 biometric factors (e.g., Photo on a credential) with appropriate measures to detect 

spoofing attempts (e.g., recordings, masks, make-up, or prosthetics etc.) 

3.4.16.3 knowledge factors that are not publicly known, easily determined, or predictable. 

3.4.17 MSD MUST use a minimum of two (2) binding factor types. 

3.4.18 MSD MUST limit the number of unsuccessful attempts to bind, disallow further attempts, and 

trigger further investigation in the circumstance of excessive unsuccessful attempts to bind. 

3.4.19 MSD MUST ensure clients have in their possession and control when completing the verification 

process (Appendix 3): 

• a New Zealand Passport, or  

• a New Zealand Driver Licence, or  

• Two (2) ‘Category A’ documents (Appendix 1) where one (1) ‘Category A’ document must 

have a photo, or 

• One (1) ‘Category A’ document (Appendix 1) and one (1) ‘Category B’ document (Appendix 

2), where the ‘Category A’ document must have a photo. 

3.4.20 If the documents provided by a client or used for identity verification have different names but are 

current and valid. An acceptable change of name document MUST be provided (Appendix 4). 

 

 

3 The process of linking a person to a piece of information. 
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Client cannot be linked to information due to insufficient documentation 

3.4.21 For clients unable to provide the required identity documentation, all efforts SHOULD be made to 

obtain satisfactory identity verification either before payment is approved or within 12 weeks of 

payment.  

• MSD SHOULD make an ongoing effort to establish a confirmed identity. 

• To meet the standard, there is an identity referee process (Appendix 5) as well as 

supporting documents that can be provided from Category B (Appendix 2). 

 

Client information is distinguishable 

Client information needs to be unique and distinguishable from another client’s information:  

3.4.22 MSD MUST ensure a client cannot claim more than one instance of client information (i.e. a client 

shouldn’t be able to claim multiple identities). 

• If a client fails to meet the MSD identity verification processes, a record MUST be created 

that contains the reasons for this outcome. 

• If a client fails to successfully complete a facilitated identity verification process a record 

MUST be created that contains the reasons for this outcome. 

 

Retest client binding  

The link between a client and their information needs to be maintained as it can change over time:  

3.4.23 MSD MUST retest the binding of a client to their identity information at least once every 5 years 

or on application for financial services and products. Note: each time a client engages with MSD 

and verifies their identity, this qualifies as a retest. 

 

Binding timeliness 

The client is bound to information on a credential and bound to a biometric (e.g. , a photo) within one 

hour after the completion of an identity verification event : 

3.4.24 MSD MUST ensure that binding and the checking of client information to an authoritative source 

is done in the same transaction or session. 

 

Facilitated Identity Verification Events 

3.4.25 MSD MUST ensure the client provides consent to have their identity information shared with MSD 

before accepting a facilitated identity verification event for that client. 

3.4.26 MSD MUST only accept identity verification events facilitated by third parties that are at minimum 

Level of Assurance 3. 

3.4.27 MSD MUST ensure that identity verification events facilitated by third parties provide at least: 

• Transaction identifier: A unique identifier for the presentation 

• Issuance: A timestamp indicating when the Credential was established (updated) 
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• Expiration: A timestamp indicating when the Credential is expected to expire 

• Credential validity: Information and/or mechanisms for determining the validity of the 
Credential 

Ellery hart 

Change to include facilitated identity events and move to new 
standards template. 

Update to 1.2 

November 2020 ~ dy Brow_n __ i_nitial Version 

6 Definitions 



 

Agent 

Authenticate 

authentication 

authenticated identity 

authentication 
assurance 

authoritative source 

beneficiary 
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An agent is a person or organisation who acts in the interests of another. A 

person can be made an agent by the consent of both the client and the 
prospective agent, by way of a Court Order or, in exceptional circumstances, 

without a client's consent. 

'Agency' refers to the relationship that arises where one person is appointed 
to act as the representative of another. 

Ensuring the same person is returning to access a system or service 

Means identity information for a client, ere 
authentication 

y 

in control of its holder 

An authoritative source (s- ion of a 

document that is y_Qi~ , 1 e~t1fi.ab e an u t atil detection. It 
cannot have been\ a'lte~ i'Ace i rJ;:1 the authoritative source 

eg. a 

securely associating or linking an entity (like a client 

i~ ntity information (like a credential) or an authenticator 
ric factor). 

'f!!_ns' g is about creating a strong and reliable association between a person 
r entity and the information or authentication methods used to verify their 

identity. It's the process that ensures the person presenting the identity 

information or usin the authenticator is indeed the erson the claim to be. 

Means the robustness of the process to bind the Entity-to-Entity Information 
and/or Entity to Authenticator. 

A duplicate of an original document that has been verified as a true and 
accurate reproduction of the original. This verification is typically performed 
by a trusted, authoritative figure, such as a Justice of the Peace, a solicitor, 
or another authorised person, depending on the jurisdiction. 

In the process of certification, the authorised person will compare the copy to 
the original document to ensure that all information is correctly duplicated, 
and then they will attach a signed statement (or stamp) to the copy, declaring 
that they have confirmed its accuracy. This certification process provides 
assurance that the document has not been altered in any way and accurately 
represents the original. 



 

client 

credential 

Facilitated Verification 

Event 

factors 

identifier 

identification 

identity information 
authority [authenticated 

source] 

identity info 

provi 
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Means a person of which identity information is stored and managed for an 

identity management system and by MSD 

Means the representation of an identity for use in verification or 
authentication 

A facilitated verification event in the context of identity management refers to 
a process where a third party helps validate or confirm a person's identity. 
This is often utilised when there's a need to establish or confirr:!),,a person's 
identity without the person being physically present or availab1e1o,the 
requester. v' (' 

Means: 

► something the Client knows (knowled§J6a6tor \) 

► something the Client has (poss s 10~~ 

► something the Clien • 

Means a roce r omain as distinct 

from 

A p s on the validity and or correctness 

6Len . 0 d:e attrib'ut\ al~ i an identity 

es client available identity information, this includes 

I0n service providers 

Means robustness of the process to establish the quality and accuracy of 

Client Information 

Levels of Assurance: 

LOA1 (Low) Little or no confidence in the claimed or asserted identity 

LOA2 (Medium) Some confidence in the claimed or asserted identity 

LOA3 (High) High confidence in the claimed or asserted identity 

+ A4 (Very High) Very high confidence in the claimed or asserted identity 

MSD 

partner 

_ j_Ministry of Social Development 

In the phrase "spouse or partner" and in related contexts, means a civil union 
partner or de facto partner 
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unique identifier Means an identifier other than the individual's name that uniquely identifies 

the individual 

verification Means a process of establishing the identity information (or credential) 
associated with a client 

verifier Means a party that performs verification 

Appendix 1: Category A documents ~ ~ ~ 
This appendix contains supplementary/ standalone information to support the oR#~ali'[ftion of this (? --­
standard and is intended to be updated in line with changes to MSD's processes 1&dti. h'time. \) B 

NZ Driver Licence 

Z <Certificate of Identity (issued 

' ana/r the Immigration Act 2009) 

NZ Firearms Licence 

NZ Birth Certificate (Issued on or 
after 1 January 1998, which carries 
a unique identifier) 

Issued in Cli sport Agency 

This inclua:~ c -
• ;'a\pFei ·s 

<a): 

Issued in Client name 

Issued in Client name 

Issued in Client name 

Issued in Client name 

Department of Internal Affairs (DIA) 

Department of Internal Affairs (DIA) 

Department of Internal Affairs (DIA) 

Ministry of Business, Innovation, and 

Employment (MBIE) 

NZ Police 

Department of Internal Affairs (DIA) 
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Appendix 2: Category B supporting documents 

This appendix contains supplementary/ standalone information to support the operationalisation of this 
standard and is intended to be updated in line with changes to MSO's processes through time. 

Current document Issued by 

Kiwi Access Card (formerly known as the 18+ card) 

Community Services Card 

Super Gold Card 

Veteran Super Gold Card 

NZ Student Photo ID Card 

NZ Employee Photo ID Card 

NZ Electoral Role Record 

Steps to Freedom Form 

* Household Accou 
suppliers of goos se 

agree 

¥hiinent community member support letter 

Hospitality Association of NZ 

MSD 

MSD 

MSD 

Department of Corrections 

Tenancy Services, goods/services 
provider 

Employer 

Mortgage papers or insurance 
policies 

Student identification card, school 
report, school leaving certificate, 

doctors bill, degree or trade 
certificate 

Support letters from people such as: 
New Zealand Police, Justice of the 
Peace, doctor, kaumatua, clergyman 
or Women's Refuge 

coordinator. Note: the person 
providing the reference must not live 

at the same address, not be related 
to the client and must have known 
the client for over 12 months. 
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Appendix 3:  Documents clients must have in their possession and control when completing the 
verification process 

A client must have in their possession and control when completing the verification process, documentation from one of the four below options  

  

 

New Zealand Passport 

2 of the 
following, 

where one must 
have a photo 

1 of the 
documents from 

option C, where one 
must have a photo 

1 of the 
following 

and 
ence 
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Appendix 4: Name change documents 

This appendix contains supplementary/ standalone information to support the operationalisation of this 

standard and is intended to be updated in line with changes to MSO's processes through time. 

Current document Details Issued by 

NZ Birth Certificate/s and name change 
document 

Marriage or civil union certificate 

Dissolution of marriage or civil union order 

Certificate of annulment 

Showing both names DIA (Identity Service) 

Showing both names DIA (Identity Service ~ 

"" Showing both names 
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Appendix 5: Authorised identity referees 

This appendix contains supplementary/ standalone information to support the operationalisation of this 
standard and is intended to be updated in line with changes to MSD's processes through time. 

An identity referee is a person who: 

• confirms the accuracy of information supplied by an individual 

• confirms that, to their knowledge, the information supplied (e.g., biographic details or biometric 
information such as a photograph) belongs to that person 

An authorised identity referee process may be undertaken if a client has no, or not enoug 
documentation to be verified. 

To be an authorised identity referee, the referee must: 

• 
• have known the client for one year or more, 

• 
• not be the client's spouse or partner, and 
• not live at the same address as the client. 

The referee must be able to provide the above i~ or~~\\~ Gonsidere t ons d identity referee. 

Referee examples may include (but are not limited to): 

Council Chairman 

School Principals 
/)\<:\\ ~ ~~ 

~\0'Y ~~> 
Registered Teacher /'_ ~ w" 

Doctors 
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MSD Survey Standard 
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Standard Owner: 

15 June 2024 

 

General Manager Information 

Introduction  

The Ministry of Social Development (“the Ministry”) often surveys clients, staff, stakeholders, and the 

public to help inform insights into our performance or areas for improvement around projects, 

programmes and initiatives being undertaken. 

Surveys may be undertaken by the Ministry alone, in partnership with another organisation, or by a 

third party creating and conducting surveys on the Ministry’s behalf.   

This Standard is intended to provide guidance to Business Units who may undertake or facilitate 

surveys on the Ministry’s behalf, and to set out the basic requirements that must be met. 

1 Standard 

1.1 Applicability 

1.1.1 This Standard must be applied by any Business Unit that conducts or facilitates a survey.  

1.1.2 Surveys must only collect information classified at ‘Unclassified’ and ‘In-Confidence’, in accordance 
with MSD’s Information Classification Standard. 

1.1.3 The Information Group must be consulted immediately if, for any reason, a survey relates to 
information classified above ‘In-Confidence’ (i.e., ‘Sensitive’ or ‘Restricted’).  

1.2 Definitions 

1.2.1 “Survey” means research questions on one or more topics, to which people are invited to voluntarily 
respond to for the purposes of gaining insights.  

1.2.2 “Personal information” is any information about a specific individual. The information does not need 
to name the individual, if they are identifiable in other ways, like through their home address (it does 
not include a company, or a Trust, or an NGO).   

1.2.3 “Collection” includes collection by phone, mail, email, the internet, in person, on social media, or 
through a specialised survey tool. 

1.2.4 “Bias” is an inclination or prejudice for or against one person or group, especially in a way that could 
be considered to be unfair. 

1.2.5 “Discrimination” is an unjust or prejudicial treatment of different categories of people, especially on 
the grounds of race, age, sex, or disability. 

1.2.6 “Responses” to questions may be yes or no, on a scale, multi-choice, or free text. 

1.2.7 “Conducting” a survey includes (but is not limited to): 
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• creating survey questions 

• choosing participants 

• distributing the survey 

• collecting responses 

• storing responses 

• analysing responses 

• sharing responses or analysis of responses with others (whether inside the Ministry or externally)  

• disposing of responses.  

 

2 Meeting the Standard 

2.1 Demonstrating compliance  

2.1.1 Compliance with this Standard must be clearly documented and agreed by the Control Owner or 
relevant Manager responsible for the Survey. 

2.2 Purpose and collection 

2.2.1 The Business Unit must document a clear purpose for the survey and the rationale for each survey 
question and associated collection of information from participants.  

2.2.2 The Business Unit must engage the Information Group to review survey questions if any personal 
information is likely to be collected. 

2.2.3 Prior to conducting any survey participants must have the purpose for collection and use of 
information explained to them. 

2.3 Transparency and consent 

2.3.1 Participation in all surveys must be voluntary, and it must be clear that participation is voluntary.  
 

2.3.2 There must be clear, relevant, and accessible information made available for all participants in 
advance of their consenting to participate. 
 

2.3.3 At a minimum, the information must make clear: 
 

• what the purpose of the survey is 

• that participation is voluntary and that a decision not to participate will not affect a prospective 

participant’s relationship with the Ministry 

• whether responses will be kept anonymous or whether the participant will be identifiable 

• how responses will be used by the Ministry or by others 

• who will view the responses (e.g., if they are to be shared with other organisations, which 

organisations will view the responses) 

• what will happen to the survey responses on completion of the survey (e.g., analysis, storage, 

destruction, etc.) 

• [if personal information is being collected] that those individuals have the right to access and 

correct information collected about them; and that they are provided with appropriate MSD contact 

information. 

 

2.4 Anonymising surveys  
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2.4.1 Where identifying an individual is not necessary, there must be a process in place to ensure that no 
personal information is collected. Surveys must not include free-text fields for this purpose.  

2.4.2 If surveys need to include free-text field the Information Group must be consulted for guidance. 

2.4.3 Where identifying an individual is not necessary, the participants of the survey must be advised not 
to enter any personal information into the survey. 

2.4.4 There must be a documented process for removing and destroying any unexpected collection of 
personal or identifiable information that participants supply in response to the survey, as per the 
Ministry’s Information Retention and Disposal Standard. 

2.4.5 Where identifying an individual is necessary, but their personal information is not necessary for 
research and evaluation, there must be a process in place to ensure that the information is de-
identified. 

2.4.6 Where participants need to create a profile or log-in to use a survey tool, usernames and passwords 
must meet the MSD Password Standard. 

2.5 Research and Evaluation responsibilities 

2.5.1 Surveys with the explicit purpose of Research and Evaluation must have their survey questions 
reviewed by the Research and Evaluation team to reduce the risk of unintended bias or 
discrimination. An Ethics assessment form must be completed and sent to the Information Group. 

2.5.2 Consistent with 2.4, if personal information is collected from surveys, it must be de-identified after 
relevant research and evaluation purposes are met. 

2.5.3 If analysis of a survey creates or reveals data capable of identifying an individual, the Privacy team 
must immediately be contacted for advice. 

2.6 Tool selection  

2.6.1 The method or tool used for publishing or submitting the survey must be certified and accredited, 
with its use approved by the Ministry and the Chief Information Security Officer (CISO) and Chief 
Privacy Officer (CPO). The Information Group can be contacted to confirm a method or tools 
certification status.  

2.6.2 The method or tool used must be appropriate for the purpose intended and be used in the way for 
which it has been approved. Some tools have been approved at MSD Enterprise level. See 3.2 for 
further details and their accompanying patterns to ensure use is consistent with Information Group 
expectations.  

2.7 Managing bias and discrimination 

2.7.1 Care must be taken to ensure that the end-to-end conduct of surveys does not introduce bias or 
discrimination at any point. Bias or discrimination may be introduced through the creation of 
inappropriate survey questions, the selection of participants, the distribution of surveys, access to 
surveys, and the analysis and implementation of survey responses.  

2.7.2 If surveys have the potential to include or introduce any bias or discrimination, or it is uncertain if 
they will, the survey must be reviewed end to end by the Information Group to minimise any 
potential risk. 

2.7.3 Where surveys produce results that are (or appear to be) biased or discriminatory, steps must be 
taken to identify and remove or mitigate the unintended bias or discrimination.  

 

~~ ~ 

~ ~© 
~~ <) -

~~\}w~-­
«>~~~~ 

©~~ 
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2.7.4 Accessibility options for surveys must be explored to ensure that those who may not be able to 
engage with surveys through conventional methods and tools are still able to have their responses 
collected. 

2.8 Engaging with third parties 

2.8.1 When using a third-party to deliver a survey or part of a survey, the Third-Party Assurance Standard 
for Information must be met. 

2.8.2 If the third-party cannot meet the Third-Party Assurance Standard, the Information Group must be 
consulted immediately. 

2.9 Retention and access to data  

2.9.1 Access rights of MSD staff members (or third-party) to the information must be controlled to ensure 
that user access is controlled, and access removed when no longer required.  

2.9.2 Any survey related information including participants details and responses must be managed in a 
secure manner in accordance with the Ministry Information Retention and Disposal standard, 
including being stored in an appropriate corporate information repository such as Objective 
(EDRMS). 

3 References 

3.1.1 Key artefacts used as inputs in the development of this Standard or that directly support the application 
of this Standard.  

Third-party Assurance Standard 

Third-party Assurance Standard – operational guidance  

Information Classification Standard 

Privacy Policy 

Information Retention and Disposal Standard  

MSD Password Standard 

Research and Evaluation Team - Ethics Toolkit 

3.2 Draft patterns to be approved at a later date: 

3.2.1 SurveyMonkey – Attestation Document Template (A14199362) 

• Recommended to be used for activities, such as Anonymous surveys, non-sensitive information.  

 
3.2.2 Citizen Space – Attestation Document Template (A14303716) 

• To be used for activities, such as Engagement and consultation with members of the public, or surveys 
which may or may not permit anonymous responses.  

 



 

Privacy - Context I April 2024 

The problems 
we are trying to 
solve 

External drivers and influences 

We mishandle data by 
over-collecting, 

misusing, and keeping 
it too long 

Poor data security 
exposes us to breaches 

(theft, deletion, 
alteration, misuse) 

People do not have 
transparency, control 
and choice over their 

information 

Strategic context 

The wrong person 
accesses information 

they shouldn't 

The obligations we need to meet MSD's Enterprise Outcomes and Strategic Shifts 

Legislation 

Privacy Act 2020 

Public Records Act 2005 

Maori-Crown relationship 
and Treaty obligations 

Social Security Act 2018 

Government regulations, 
strategies and guidance 

Privacy Maturity Assessment Framework 

Data Protect ion & Use Policy 

Algorithm Charter for Aotearoa/NZ 2020 

Privacy Maturity Assessment Framework 
(PMAF) 

Self-assess privacy practices 

Improve data handling 

Build trust and compliance 

Meet legal requirements 

Strategies for Priv~y 

New Zealanders get the support they require 

e informatio pectfully, ensure 
~a protection, and maintain 
e aecision-making. 

A person is hanned 
through a breach. 

Individual Access & Control 

Responsible Data Use 

Protecting Information 

Safe Information Sharing 

We share information 
with third parties 

without appropriate 
safeguards 

MINISTRY OF SOCIAL 
DEVELOPMENT 
TE MANATU WHAKAHIATO ORA 

Trust and confidence 
in MSD's reputation is 

eroded 

Privacy in context 

Align MSD's strategic and 
service requirements with the 
regulator's expectations. 

Monitor and ensure that MSD 
continues to meet our specific 
privacy and information 
security responsibi lities. 

Provide privacy and risk advice that 
informs decisions and delivery of digital 
solutions and MSD services; to ensure 
these meet MSD requirements and our 
privacy and security responsibil ities. 

Design and risk assess business change 
and investment. Provide timely assurance 
that change(s) to digital solutions is 
delivered appropriately and responsibly. 

MSD kaimahi are made aware of, 
and are supported to meet, privacy and 
information security expectations. 

,---------------------------------------------------------------------------------
: Do NOW Do NEXT Do LATER 
I 
I 
I 

I 
I 
I 
I 
I 

How we'll 
g et there 

IGART 

• Safeguard Individual Rights and Enable Data 
Access 

• Implement t raining and education to raise 
Privacy Awareness 

• Strengthen Data Breach Prevention, Response 
and Notification 
Enhance Transparency when collecting PII 

• Privacy Governance, Assurance and Reporting 
Undertaken 

• Manage Data Retent ion and Disposal/Deletion 
Effectively 

-----------1------------------1----------------------------------

LIP2 

Other (1ST, ID&A, ISART, 
etc) 

• Uplift Third-Party Use and Sharing through 
appropriate safeguards 

• Facilitate Efficient Consent Management 
• ADM 

• Establish Robust Security and Safeguards 

• Implement Data Minimisation Practices 
• Enforce Purpose Limitat ion Principle 

• Improve Data Accuracy and Quality 

• Embed Maori Data Rights 

• Derive quality insights from PII to inform future 
decisions and improve client wellbeing 

Privacy requirements enable MSD to 
safely and responsibly share information 
so clients receive the right services. 

Privacy and risk outcomes enable digital 
solutions and MSD service improvements. 

Clients have trust and confidence their 
information is managed appropriately. 

L------------------------------------------------------------~-~~-~~-~~-~~-~-------------------------
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Security, Privacy, Human Rights & Ethics 
Assessment 

[Insert name] 
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Security, Privacy, Human Rights & Ethics: [name] 

Report Data 

Name of Initiative 

Business Owner Choose an item. 

Stakeholder(s) [Name, Title] 

Objective ID 

Reference Documents • 
• 
• 
• 
• 
• 
• 

2 
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Security, Privacy, Human Rights & Ethics: [name] 

Overview 

[Provide a summary of what they are doing and why, including what outcomes they are trying to achieve] 

es o 1n orma 1 . ., 
information about singular individuals, identif iable information about groups of indi 
sexual violence, etc.] 

Information Classification: Choose an item. 

Impact if Confidentiality breached: Choose an item. 

Consequence if confidentiality is breached as [insert rationale]. 

Impact if Integrity breached: 

Consequence if integrity is breached as (insert rationale . 

Impact if Availability breached: 

' 
~:s:;r2{e~- mselves, the complexity and what is required to inform the risk 

Yl~d clata • a ~r;iJJ.0~ diagram showing the f low of information within MSD systems and between 
am !;frd art· .· is ·r,iotav'ailable from the project Privacy/ Security team must create it - separate 
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Security, Privacy, Human Rights & Ethics: [name] 

Description of systems 

[Include a summary of the systems that will be involved in the initiat ive. Should specify what internal systems are 
impacted as well as any external agency systems interacted with, cloud systems, information t ransfer/ sharing 
mechanisms. Include a description of the nature of the changes to existing system/s.] 

Geographic location of information: 

Nature of Cloud service model: Choose an item. 

Independent Certifications: [note N/ A not a cloud service if not cloud] 

Publicly Accessible: Choose an item. 

[Insert scope summary making cle hat business proces 

Where the scope is limited, make sure it is clear what ~s-E:o er\"' a e what w s--n' . 

Scope may be limited for a range of reasons, bu('~tt~~'a-~ s-will be: 

1) the initiative relates to a type of system wheret~~s are well ~~ cl ere are standard controls that 
mit igate these risks, so we are validati h o -0A y, and , ~~ 

2) the initiative is relat ively lo n pecific risks. If ·other' is selected note the 
rat ionale and specific Ii • 

Privacy 

[Insert scope s~ya~~~ ki -el ar wij~b i ~ processes are within scope and what is excluded. Where the 
scope is limi( cJ&;!>e_~~reifis clear t ~ c , veFed and what was not. Make sure you specify the boundaries of 

the proc ss tha\~~~ scope. 

splffe>m . e I' ftea for a r~~ of reas r;is, but the main ones will be: 

he(n>~ill relates t<('~~tpr:9eess where the risks are well understood and there are standard controls that 

iti ~these risk~~~\~ti'dating the controls only, 

~ -the initiativ~f at,~ w risk and therefore we are focussing on only specific risks or principles, 

) th~,2at1v 1t~Q,gside a business as usual process where some / many of the IPPs are already dealt with, and 
th~~t~ ).1€ ~~es 01 change these; the assessment will focus only on what is changing. If ·other' is selected note 
Set6w't . ratio~ le and specific limitation.] 

Choose an item. 

I · sert scope summary making clear what business processes are within scope and what is excluded. Where the 
scope is limited, make sure it is clear what was covered and what was not. 

Scope may be limited for a range of reasons, but the main ones will be: 

1) the initiative relates to a type of process where the risks are well understood and there are standard controls that 
mit igate these risks, so we are validating the controls only, 

2) the initiative is relatively low risk and therefore we are focussing on only specific risks or principles, 

3) the initiative sits alongside a business as usual process where some / many of the IPPs are already dealt with, and 
the initiative does not change these; the assessment will focus only on what is changing. If ·other' is selected note 
below the rat ionale and specific limitation.] 

Information Management Choose an item. 

4 
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Security, Privacy, Human Rights & Ethics: [name] 
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[Insert scope summary making clear what business processes are within scope and what is excluded. Where the 
scope is limited, make sure it is clear what was covered and what was not 

Scope may be limited for a range of reasons, but the main ones will be 1) the initiative relates to a type of process 
where the risks are well understood and there are standard controls that mitigate these risks so we are validating the 
controls only, 2) the initiative is relatively low risk and therefore we are focussing on only specific risks or principles, 
3) the initiative sits alongside a business as usual process where the assessment will focus only on what is changing. 
If “other” is selected note below the rationale and specific limitation.] 

[For information management ensure the scope is specific to that function only and does not replicate scope that 
may already be covered by the other functional areas noted above] 

 

 



 
IN-CONFIDENCE 

Security, Privacy, Human Rights & Ethics: [name] 

Summary of Findings 

Security 

Insert high level summary of key findings, including specifying any contextual informat ion about the solution. or areas 

where there is signif icant risk at go (live do not repeat the risk commentary though). For example, note where 

components are unsupported, or where demand for system has increased beyond expectations. or whether future 

improvements are ant icipated. Delete this section if not within scope. 

' 
mit igated. For example, specify the areas that we have confirmed the 

that new share is in line with AISA requirements. Delete this section if 

mit igated, or areas where there is signif icant risk at - • . . • lia the s- isgnmination present 

but that this is justif ied and why; demonstrat ing t ....,.l ....... ~.,,----... ~ ccount for this and this 
risk is "designed out: Delete this section if not within sco e 

signif ica at go-live. For example. where informat ion ownership is unclear. so 

Afu?mation as is allowed for under the Retention & Disposal Standard. Delete this 
,.._.:.......;.........__ 

r scope ensure that for Information Management only those specific findings unique r :========~:::.:z::;!;;;;; 
--..-.....,_eplicate other functional area findings. 
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Security, Privacy, Human Rights & Ethics: [name] 

Compliance to Standards 

Standard I Compliant Comment (Comments and link to remediation plan 
required where not compliant) 

Information Classification Standard Yes/ No 

Data Jurisdiction Standard Yes/ No 

Privileged Access Management Standard Yes/ No 

Third Party Assurance Standard Yes/ No 

Identity Governance Standard Yes/ No 

Automated Decision-Making Standard Yes/ No 

Information Retention and Disposal Yes/ No 
Standard 

Minimum Metadata Capture Standard Yes/ No 

Authentication Standard Yes/ No 

LDAP Directory Standard 

Encryption Standard 

Key Management Standard 

Yes I No 

Yes I No 

Yes I No 

Yes I No 

Yes I No 
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Security, Privacy, Human Rights & Ethics: [name] 

Risks 

Risk Profile 

Overall, there are [# very high risks, # high risks, # medium risks, # low risks and # very low risks - delete those that 

don't apply] associated with [Insert name]. The risk profile below summarises the risks which are detailed in the risk 

assessment in Appendix 1. 

All risks met their target residual risk level / # risks met their target residual risk level but # did not due to controls that 

were not fully effective. Target residual risk is the level of residual risk anticipated after the remediat~ of ineffective or 

partially effective controls. The# key controls that mit igate the identified risks were assessed anp,-~,Q to be 

effective/# were found to be ineffective/ partially effective]. A remediation plan has been agr<\~~f<3l'5°J1trols that 
were not fully effective. When evidence of effectiveness is provided this assessment w~~ffeBte~ remedi.aJimt 

plan has been agreed for certain controls. however some control gaps will not be re~ ediate\_~\ current res·dual 

risk should be accepted. The details of the control assessment activities are includecfili\~,pendix 2. \) 

[Keep this commentary generic, further discussion should be in the next sea 1 , n '\) 

Almost Certain 

< 

Likely 

Target Residual Risk: R## 

Security Risks: SR## 

Ethics Risks: ER## 

Routine 

R## 

# R## 

Current Residual Risk: R## Target Residual Risk= Current Residual Risk: R## 

Privacy Risks: PR## Human Rights Risks: HR## 

Information Management Risks: IMR## 
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Security, Privacy, Human Rights & Ethics: [name] 

Commentary on Risk Profile 

[If target risk is met in all cases delete this section] 

Additional controls have been recommended to reduce [X of the Y] the risks further, and a remediat ion plan has been 

agreed. [Include comments about the number of controls requiring remediation and that act ions have been agreed per 

Appendix 2.] 

AND / OR 

There are additional controls that could be implemented to reduce [X of the Y] risks further, but t~~ re no plans to do 

so as [it these do not reflect current Minist ry pract ice/ it is cost prohibitive etc ... ] and this risk ~~d__'to1l~ accepted. 

[Include comments about any controls that we would expect to see but that are not bein ·~ met'l~~ why o 
should t ie to Appendix 2 analysis.] 
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Security, Privacy, Human Rights & Ethics: [name] 

Remediation Plan 

The table below outlines the agreed remediation activities. The control details, including results of assessment 
activities are included in Appendix 2. 

Control Ref & Title Agreed Remediation Activities 

[Copy from Appendix 2 table, including control owner and 
timeframe] 

Impacted Risks 

R##, R## 

The table below outlines those controls that cannot be assessed until after go-live, as the e 
then. 

Control Ref & Title Evidence to be provided 

[include from who] 

The table below outlines those controls that are ineffective, but for 
The control details, including results of assessment activitie • 

Control Ref & Title 

10 
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Security, Privacy, Human Rights & Ethics: [name] 

Approvals 

Certification 
----------------------------------------~ 

D Certified 

D Qualified Certification 

D Not Certified 

Comments 

[If some controls cannot be assessed unt il system/ process is live, note here the controls that re~~~idence and by 

when. Depending on the signif icance of these controls consider whether full or qualif ied certitGlt io\ ~~ be gi~ ,,...:) 

Comment on any enterprise controls that are not going to be in place and why not. No e'"'ha • eiS~r, ent Residual Risk 
in these areas needs to be accepted.] 

Hannah Morgan, Chief Information Security Officer/ Chief Privacy O!fi 

I confirm that this report accurately represents the security and Fivasy-os s . d wi • e e and 

that the controls relied upon in this assessment are in was provided. 

D Qualified Accreditation 

D Not Accredited 

Comments 

Date 

11 
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Appendix 1 - Risk Assessment 

Security Risk Assessment 

The table below details the information security risks identified based on the effect they have on the confident iality, integrity, and availability of M inistry data. The controls in I are the key controls and have the strongest effect on reducing risk. The control detail and results 

of assessment of control effectiveness is outlined in Appendix 2. 

SR01 

[Something Happens ... for example an incident or 

a natural disaster or data leak happens - more 

examples can be found in the Risk Catalogue 

(A 12035849)] 

[Due to ... for example a malicious party performs 

a malicious activity, or a Ministry admin 
misconfigure something - more examples can 

be found in the Risk Catalogue (A 12035849)] 

KEEP EACH LINE TO NO MORE THAN ONE PAGE 

This may result in: 

• Choose an item. 

• Choose an item. 

Example Scenario(s): <This could be an actual 
example scenario(s) that could potentially 
happen if this risk is not mitigated> 

• 
• 
Affects: 

D Confidentiality, D Integrity, D Availability 

( consequenc 

e I likelihood) 

[colour cell 

according to 
risk rating] 

Control Catalogue to choose the appropriate 
controls best suited for this risk. 

Key controls are those that have the most 

signif icant impact on reducing risk and represent 

the minimum controls you would want to see. 

Key controls should be bold and highlighted in 

green: nt~ 

This list should include, and Current Residual 
Risk should be assessed on the basis of, controls 

that are assessed as (per Appendix 2): 

• Effective 

• Not Yet Assessed (evide x 
unt il after go-live) 

• Not Assessed (Not e; 

Not Assessed (Ente ~ o 

~ 

(consequenc 

e I likelihood) 

[colour cell 

p ans In p ace ~:.r 
The control~~'d_, be , 
remediation plans{r'l\~ace, an as 

be ~ pered in assessing h Ta 
• aJ]!:__sk-....(9elete i 

rt i~ ~ 

furls in plac . t 

contro1stsied ti>elo reduce risk 

her, ,tt~r'\ ~~ plans to remediate. As 

~~v~t been considered in assessing 
Tar~~ idual Risk. [delete if not applicable] 

e~ ~ here] 

~ 1s report should be populated from the 
inning of a project, the list of required / 

nticipate controls should initially be listed in the 

'current controls' column so that this can be 

shared with the project. Later on, when 

assessment activities are complete, controls 

found to not be effective can be moved to this 

column.] 

[colour cel l 

according to 
risk rating] 

[Where applicable please provide a statement to 

support the reduction in risk as a result of the 

controls. (Note any specific controls which add 

particular weight to the risk reduction). 

Format example: 

• The consequence is reduced by ... 

• The likelihood is reduced by ... ] 
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IN-CONFIDENCE 

Privacy Risk Assessment 

The table below details the privacy risks identified based on the effect they have on the alignment with the principles of the Privacy Act. The controls in o are the key controls and have the strongest effect on reducing risk. The control detail and results of assessment of 

control effectiveness is outlined in Appendix 2. 

# I Risk Description I Inherent Risk I Current Controls I Re~~~:in~isk I Future Controls I Resi;~~f ~isk I Rationale 

PR01 Risk Tit le 

[Cause ... what is the action or event that could 

lead to the risk ... Risk ... what may happen ... Effect 
... what would the impact be to your objective if it 

occurred) 

Affects: 

IPP1, IPP2, IPP3, IPP4, IPP5, IPP6, IPP7, IPP8, 

IPP9, IPP10, IPP1 1, IPP12 [delete all those not 

relevant] 

Risk 

( consequenc 

e I likelihood) 

[colour cell 

according to 

risk rating] 

[Insert list of controls - Think about the controls 

that are likely to make a material difference to 

reducing the consequence or likelihood of the 

risk occurring; do not just list everything they are 

doing. 

Key controls are those that have the most 

signif icant impact on reducing risk and represent 

the minimum controls you would want to see. 

Key controls should be bold and highlighted in 

green: nt~ 

This list should include, and Current Residual 
Risk should be assessed on the basis of, controls 

that are assessed as (per Appendix 2): 

• Effective 

• Not Yet Assessed ( evidence does not ~ist 
until after go-live) 

• Not Assessed (Not Ke 

Not Assessed (Enterpri 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

according to 

risk rat ing) 

Plans in place to remediate: 

The controls listed below h~_J@reed 

remediation plans in place~~~uch have 

been considered in ass~i'\~h~t,get 

Residual Risky a~IJi 1tRot~ i<;aofe] 

[Insert list he1y~ 

No~ ns-i~ place to~ ediate: \) 

~ o-@rQJs listed below ~~~uce_r{ 

the~ ~tthe e ar~ ~Qs.to-r-ern~d1a e. As 
ue~ ~ey.,have not p7efhczoqs~ered in assessing 

~ r~et Res~·aua\ Rl(_!~lrte-1l not applicable] 

[Insert list-h~ \. ~ 
[As this~~~e populated from the 
. egi~rii;ng'o4 pi:,oject, the list of required/ 

a~~i\ a~Frtrols should initially be listed in the 
' :ll~QtJwntrols' column so that this can be 

~ ed with the project. Later on, when 
ssessment activities are complete, controls 

found to not be effect ive can be moved to this 

column.) 

Risk 

(consequenc 

e1/4kelihood) 

[e~~~cell 
acco1;9mg to 

isk rating) 

[Where applicable please provide a statement to 
support the reduction in risk as a result of the 

controls. (Note any specific controls which add 

particular weight to the risk reduction) . 

Format example: 

• The consequence is reduced by ... 

• The likelihood is reduced by ... ] 
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IN-CONFIDENCE 

Human Rights & Ethics Risk Assessment 

The table below details the Human Rights and Ethical risks ident ified. The controls in are the key controls and have the strongest effect on reducing risk. The control detail and results of assessment of control effect iveness is out lined in Appendix 2. 

# I Risk Description I Inherent Risk I Current Controls I Re~~~=ln~isk I Future Controls I ResT~~~f~isk I Rationale 

HRE01 Risk Title 

[Cause ... what is the action or event that could lead 

to the risk ... Risk ... what may happen ... Effect ... 
what would the impact be to your object ive if it 

occurred] 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

according to 

risk rating] 

[Insert list of controls - Think about the controls 

that are likely to make a material difference to 

reducing the consequence or likelihood of the risk 

occurring; do not just list everything they are 

doing. 

Key controls are those that have the most 

significant impact on reducing risk and represent 

the minimum controls you would want to see. Key 

controls should be bold and highlighted in green: 

tf 

This list should include, and Current Residual Risk 
should be assessed on the basis of, controls that 

are assessed as (per Appendix 2): 

• Effect ive 

• Not Yet Assessed (evidence does note Is 
until after go-live) 

• Not Assessed (Not Key Contr ) 

• Not Assessed (Enterprise 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

according to 

risk rating] 

Plans in place to remediate: 

The controls listed below have agreed 

remediation plans in pl~1Yd as such have 

been considered in ~~~~e Target 
Residual Risk. [delete if- ot_ a'~ i9 ble] 

[Insert lis~\ \ , V' 

j ~Jta~s ;n p~ o remed~ e: \) 

~e,d~~tr~ listed bel9~~ lq red ~ risk 

Ul\h'~( otrtihere}':e_~~\~o\~mediate. As 
suelti:fley have no-rbeen considered in assessing 

€ Targ~~~&z.~- d) l~te if not applicable] 

[lnse ,..,lfst'here\::): 

[~ rt should be populated from the 

e~irrning of a project, the list of required/ 

aQ)bfpate controls should initially be listed in the 
current controls· column so that this can be 

shared with the project. Later on, when 

assessment act ivit ies are complete, controls 

found to not be effective can be moved to this 

column.] 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

~ ording to 
r~ k rat ing] 

[Where applicable please provide a statement to 

support the reduct ion in risk as a result of the 

controls. (Note any specific controls which add 
particular weight to the risk reduct ion). 

Format example: 

• The consequence is reduced by ... 

• The likelihood is reduced by ... ] 
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IN-CONFIDENCE 

Information Management Risk Assessment 

The table below details the Informat ion Management risks identified. The controls in are the key controls and have the strongest effect on reducing risk. The control detail and results of assessment of control effectiveness is outl ined in Appendix 2. 

# I Risk Description I Inherent Risk I Current Controls I Re~~~=ln~isk I Future Controls I ResT~~~f~isk I Rationale 

IM01 Risk Title 

[Something Happens ... for example data is not 

transmitted due to format incompatibilities, data 

migrated is not covered by a current Disposal 

Authority - more examples can be found in the 

Risk Catalogue (A15657774)) 

This may result in: 

• Information retained for too long 
• Non compliance with the Public Records Act or 

the Privacy Act 
• Stakeholders lose confidence in the system 
• Reputation Damage to MSD 
• more examples can be found in the Risk 

Catalogue (A15657774) 

Example Scenario(s): <This could be an actual 
example scenario(s) that could potentially happen 
if this risk is not mitigated> 

• . ... 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

according to 

risk rating] 

[Insert list of controls - Think about the controls 

that are likely to make a material difference to 

reducing the consequence or likelihood of the risk 

occurring; do not just list everything they are 

doing. 

Key controls are those that have the most 

significant impact on reducing risk and represent 

the minimum controls you would want to see. Key 

controls should be bold and highlighted in green: 

tf 

This list should include, and Current Residual Risk 
should be assessed on the basis of, controls that 

are assessed as (per Appendix 2): 

• Effective 

• Not Yet Assessed (evidence does note Is 
until after go-live) 

• Not Assessed (Not Key Contr ) 

• Not Assessed (Enterprise 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

according to 

risk rating) 

Plans in place to remediate: 

The controls listed below have agreed 

remediation plans in pl~1Yd as such have 

been considered in ~~~~e Target 
Residual Risk. [delete if- ot_ a'~ i9 ble] 

[Insert lis~\ \ , V" 

j~Jta~s ;n p~ o remed~e: \) 

~e,d~~tr~ listed bel9~~lq red ~ risk 

Ul\h'~( otrtihere}':e_~~\~o\~mediate. As 
suelti:fley have no-rbeen considered in assessing 

€ Targ~~~&z.~- d)l~te if not applicable) 

[lnse ,,.,lfst'here\::): 

[~ rt should be populated from the 

e~irrning of a project, the list of required / 

aQ)bfpate controls should initially be listed in the 
current controls· column so that this can be 

shared with the project. Later on, when 

assessment activit ies are complete, controls 

found to not be effective can be moved to this 

column.] 

Risk 

(consequenc 

e I likelihood) 

[colour cell 

~ ording to 
r~k rating) 

[Where applicable please provide a statement to 

support the reduction in risk as a result of the 

controls. (Note any specific controls which add 
particular weight to the risk reduct ion). 

Format example: 

• The consequence is reduced by ... 

• The likelihood is reduced by ... ] 
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IN-CONFIDENCE 

Appendix 2 - Controls 

The table below provides details of the controls relied upon in the risk assessment above. the results of assessment act ivit ies to determine whet her key controls are effective. and any agreed remediation act ivit ies where controls are not effective. The details of the control 
assessment act ivit ies. including why certain controls were not selected for assessment, can be found in the Control Assessment Report. 

C01 

[include descript ion of control) 

Control Owner: 

[Insert name. t itle) 

[include details of activities completed to validate controls and 
the results of those act ivit ies] 

c~~o,~~~~ 
l~~en~&!Se provide fter -live EN insert description of what evidence is expected, from 

ho a~ by when. 

I ~ mediation agre,~iYz.rey ponsible manager, THEN insert summary of agreed remediation actions; 
these must ~ m1\t~ to o y the responsible manager, do not include recommendations 

IF ~ ~~em~diare' - consistent with other Ministry systems THEN insert description of why this 

Vfi~( 101-,~8{~~ clia(ed a~d what the Ministry standard is in this area. (E.g., cost prohibitive, vendor 
1ss~ e~prrs'e known issue) 

~:.plans to remediate - Enterprise project underway THEN insert summary of enterprise project 

sc~e and anticipated completion date.] 

esponsible Manager: 

[Name, Title - may not be the control owner] 

Agreed Implementation Date: 

Click or tap to enter a date. 

[If control has not been assessed, leave this blank) 
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1,-1 

I_I 



 

None selected ... 

Other pl l • ease specify 

~ ~~~ 'f?>©J~ 

1 ~~~~~~©~ 
~~ ~~~ 

~'f?>~ ~© 

::p:~~:.:~p~e had their pri~ <!!/JP ~~ ~ 
What processes o .,.....,..--' ,~ 1~ 
available? W r safeguards · ere the f re 
passwords . Y o llowed? E ' email qu .g. 
populate turned off arantine, auto-
checked * ' attachments d ouble-

Howd·d 1 the incid much det . ent occur? Ex • ad as possible * • plam in as 

Do not include staff • names 

Do you consider thi • 
systemic event? * s an isolated or 

Please select 



 

[ 
Are you aware of any risk of harm or safety 
issues to any individual as a result of the 
incident? If yes, please explain? * 

l 7 
Is there any current media attention? 

Please select V 

If yes, please state the media organisation 
and publishing date. 



 

If th· ,s relates to • f 
have lost contrm I ormation of which 

r t 

. o ' has th • we 
e neved o e informaf I . • ran attem ,on been 
he information? pt made to retrieve 

lfyes 1 , P ease expl • 
who and the outcoain how this was done b me. , Y 

l ~ ~~~ 'f?>©J~ 
What action ,·t , any h 
prevent a sim"I . ' as been taken t , ar incident o occurring? 

l v,dual o: ow ~~~ ~ 
Is the affected party aware of I~ ~~ 

Pleaseselect @~~ 



 

Who received t • E g he information? 
. . another client • • • memb 'a minister's er, members oft office, a staff 

reporters, contract he public, media ed se • , 
unknown recipient Pl rv1ce providers 
known • ease provide det~ils if 

~ ~~~ 'f?>©J~ Has the •• rec1p1ent 
information? F acted on the 
m d" • or exampl e ,a, disclosed ·t t e, contacted the 

used ·t • o som • against th eone else or 
e affected individual? 

D lamauth . 0)~ <OG~~ 
onsed to submit this form <!JiJ \2;? '0 ~'w'v 

[ SUBMIT ] Cancel(/) <ffb~ ~© 
~-~<@Sz~~~~ 



 

Category 

Type of harm 

Sensitivity of 
information 

Mitigations 
(including 
protection by a 
security measure) 

Recipient of 
breached personal 
information 

Number of 
individuals 
impacted 

Duration of breach 

Promptness of 
notification to 
Privacy Team 

Consequence 

1 

-Potential for feeling 
disappointment, loss of control or 
autonomy, alienation 

-Little to no inconvenience to 

clients 

No sensitivity e.g. name, email 

Already remediated e.g. email 
recipient contacted and agreed to 
delete, all data encrypted using up 
to date encryptions standards 

Known individual(s) received the 
information/ had access to the 
information 

-Breach relates to one person or 
small number of people 

-Breach occurred recently 

-Privacy team were notified within 
72 hours of the breach 

2 3 

-Potential for identity theft -Potential for hurt, humiliation or 

-Potential for financial loss 

-Inaccurate information 
provided to th ird party 
which needs to be 
corrected 

Limited sensitivity e.g. 
address, phone number* 

(*note that address, phone 
and other details can be 
sensitive in some contexts 
e.g. if we know the 
information was released to 
an abusive ex-partner) 

Mostly remediated, e.g. 
system patch in place, 
staff training refreshed, 
new locks in place, identity 
fraud is locked down in 
accordance with standard 
MSD guidance 

Individual identities not 
known but the categories 
or boundaries of recipients 
is known an relatively 
small cohort e.g. <250 
members of the Service 
Delivery region received 
the information OR all 
recipients are cooperative 

-Breach relates to a small 
cohort ( <250) 

-Breach occurred in the 

last week 

-Privacy team were 
notified after 72 hours but 
less than 1 weeks after the 

actual event(s) 

reputational damage 

-Breach of access to/ correction of 
information provisions in the Privacy 
Act 

-Threats of harm other than 
physical harm 

-Significant inconvenience caused to 

clients (e.g. lost applications or 
documents) 

Some sensit ivit y e.g. records of 
discrete interactions with MSD 

Somewhat remediated e.g. altered 
data has been reversed, damaged 
corrected, or lost data found 

Mostly known recipients, but it is 

possible or likely others may have 
received the personal information 
OR substantia l cohort of recipients 
(<1,000) 

Possible breach of code of conduct 
by <10 Ministry staff or contractors 

-Breach relates to a substantial 
cohort ( < 1,000) 

-Breach occurred over the last few 

weeks 

-Privacy team were notified after 1 
weeks but less than 2 weeks after 
the actual event(s) 

-Potential for harassment such as doxing 

-Potential for actual physical harm e.g. 
disclosure of address to a violent ex­
partner 

-Actual identity theft 

- Actual loss of business, employment or 
other opportunities 

-Actual financial loss that is not serious 

-Significant distress caused to clients 

-Actual discrimination or bias 

Sensitive information e.g. bank account 
records, details of benefit history, gang 
affiliations 

Limited remediation possible e.g. 
assigning different identifiers, engaging 
credit bureau assistance providers, 
adding passwords to affected accounts 

Unknown person(s) or known but 
uncooperative person(s) 

Likely breach of code of conduct by > 10 
Ministry staff or contractor 

-Breach relates to large cohort (1,000 
<> 5,000) 

-Breach has occurred over weeks/ not 
been discovered for weeks 

-Actual hurt, significant humiliation or 
reputational damage 

-Actual physical or psychological harm 

-Actual serious financial or economic harm 
( e.g. denial of entitlement, denial of 
house) 

Most sensitive information e.g. criminal 
record, violence, details of abuse, medical 
records OR 

-Majority of personal information held by 
MSD about the relevant individual(s) is 
breached 

No actions yet taken due to system or 
other constraints OR no actions possible to 
reduce harm e.g. third party hacker OR 
mitigation was unsuccessful or ineffective 

Known hackers/ extortionists 

Clear breach of code of conduct by 
Ministry staff or contractors 

-Widesca le breach(> over 5,000 
individuals) OR 

-Malicious insider breach 

-Longstanding breach over months OR not 

known how long 

-Privacy team were notified > 2 weeks -Privacy team were notified one or more 
after the actual event(s) but less than months after the actual event(s) 
one month 



 

Any red= escalate immediately to Privacy Lead, almost certainly notifiable to OPC and GM (except for promptness of notification to the Privacy Team, which is a matter of escalation and concern but not 
necessarily notification) 

Any orange= escalate to Privacy Lead, likely notifiable (except for promptness of notification to the Privacy Team, which is a matter of escalation and concern but not necessarily notification) 

Any yellow- discuss with senior privacy advisor, consider advising OPC even if not considered to meet the legal standard for notification, so OPC are aware for any direct approaches from  

Any green- log and discuss mitigations with business as per the usual guidance/ process 

 

  

 



 

Level of harm Chance of ~h_arm ~==-~~ ~~~==-Unlikely 

4

5==-==t-==- L"k --

' ely or probable --+--- h~rm which is Likely ~-: ==-=t==-------r-I_ motlgated Poss;ble 

1 ==-=±-==-=t==-==-F==-=±===-i==-==--------r-------'--==-==f~==±=--+===-~ / 1_~==1~ ~,/\~ "~<> ~ 
~ '0- ~~ 
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©~ 



  
(date) 
 
       Client Number: 000 000 000 
 
(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 
 
Dear (preferred name/salutation as per SWIFTT/UCVII) 
 

Acknowledgement of your Privacy Act Request 
 
Thank you for your request for personal information under the Privacy Act 2020 
dated [date]. In that request you asked for: [Insert information requested] 
 
We can confirm that we hold the information you request. We will prepare the 
information for you and provide it as soon as possible, and at the latest by 
[date] [20 working days from the date of the request - See OPC website 
https://www.privacy.org.nz/ for the response calculator].   
 
If you have any further questions please do not hesitate to contact me on 
[Phone].  

 

Yours sincerely, 

 

 

[Click here and type your name] 
[Click here and type job title] 
 

 

-



 
(date) 
 
       Client Number: 000 000 000 
 
(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 
 
Dear (preferred name/salutation as per SWIFTT/UCVII) 

Declining your Request for Information 

Thank you for your Privacy Act request of [date] for: INSERT WHAT THEY 
REQUESTED. 

Following a thorough search of our records, we are respectfully declining your 
request under section 53(a) of the Privacy Act 2020 because the information 
requested does not exist or, despite reasonable efforts to locate it, cannot be 
found. 

If you wish to discuss this matter further, please contact me on [phone 
number]. 

Under section 70 of the Privacy Act 2020, you have the right to have this 
decision reviewed by the Office of the Privacy Commissioner. You can do this by 
completing an online form at https://privacy.org.nz/your-rights/making-a-
complaint-to-the-privacy-commissioner/complaint-self-assessment/ or writing 
to:  
 
Office of the Privacy Commissioner 
PO Box 10 094 
The Terrace 
Wellington 6143  
 
 
Yours sincerely 
 
 
[Click here and type your name] 
[Click here and type job title] 
 
 

 

-



 

IN-CONFIDENCE 

(date) 
 
       Client Number: 000 000 000 
 
(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 
 
Dear (preferred name/salutation as per SWIFTT/UCVII) 

Our Response to your Information Request 

Thank you for your request of [date] for: INSERT WHAT THEY HAVE REQUESTED 
in italics or in quote marks 

We enclose our response to your request. 

When you review the response, you will notice that some information has been 
removed from certain documents. [We have also removed some pages of 
information in full].  

This information has been removed in accordance with the following section/s of 
the Privacy Act 2020: 

Insert relevant sections and explanations here – See second page 

If you wish to discuss this matter further, please contact me on [phone number]. 

Under section 70 of the Privacy Act 2020, you have the right to have this response 
reviewed by the Privacy Commissioner.  You can do this by completing an online form: 

https://privacy.org.nz/your-rights/making-a-complaint-to-the-privacy-
commissioner/complaint-self-assessment/  
 
Or you can write to:  
 
Office of the Privacy Commissioner 
PO Box 10 094 
The Terrace 
Wellington 6143  
 
 
Yours sincerely 
 
 
[Click here and type your name] 
[Click here and type job title] 
  

 

-



 

IN-CONFIDENCE 

DELETE FROM FINAL COPY  

 
• Section 53(b)(i) – disclosure would involve the unwarranted disclosure of the 

affairs of another individual. 
 
• Section 53(c)(i) – disclosure would be likely to prejudice the maintenance of 

the law.  
 
• Section 49(1)(a)(i) – disclosure would be likely to pose a serious threat to the 

life, health or safety of any individual. 
 

• Section 49(1)(a)(ii) – disclosure would create a significant likelihood of serious 
harassment of an individual. 

 
• Section 49(1)(b) – disclosure would be likely to prejudice the physical or mental 

health of the requestor. 
 
• Section 49(1)(c) – disclosure would be contrary to the interests of the requestor, 

who is under the age of 16. 
 
• Section 53(d) – disclosure would breach legal professional privilege. 
 
 

 



 

IN-CONFIDENCE 

 

(date) 

       Client Number: 000 000 000 

 

(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 

 

Dear (preferred name/salutation as per SWIFTT/UCVII) 

Our Response to your Information Request 

Thank you for your request of [date] for: INSERT WHAT THEY HAVE REQUESTED 
in italics or in quote marks 

We enclose our response to your request. 

If you wish to discuss this matter further please contact me on [telephone 
number]. 

Under section 70 of the Privacy Act 2020, you have the right to have this 
response reviewed by the Privacy Commissioner.  You can do this by completing 
an online form at https://privacy.org.nz/your-rights/making-a-complaint-to-the-
privacy-commissioner/complaint-self-assessment/ or writing to:  

Office of the Privacy Commissioner 
PO Box 10 094 
The Terrace 
Wellington 6143  
 

Yours sincerely 

 

 

[Click here and type your name] 
[Click here and type job title] 
 
Enc.[as appropriate] 

 

-



(date) 
 
       Client Number: 000 000 000 
(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 
 
Dear (preferred name/salutation as per SWIFTT/UCVII) 

Extension to our Response Time 

Thank you for your request for your personal information of [date]. You 
asked for:  [INSERT information requested]. 
 
I am writing to notify you that we need to extend the time period for 
responding to your request.  The reason for the extension is because 
[DELETE ONE: Either] your request is for a large amount of information and 
meeting our original time limit would unreasonably interfere with our 
operations. [OR] we need to consult with other parties about our decision on 
your request and we are unable to do this within our original time limit.  
 
Our response will now be made by [specify date - make sure it is both 
reasonable under the circumstances and achievable, because you can only 
extend once.]  We apologise for any inconvenience caused.  

If you wish to discuss this matter further, please contact me on [telephone 
number]. 

Under section 70 of the Privacy Act 2020, you have the right to have this 
decision reviewed by the Privacy Commissioner.  You can do this by completing 
an online form at https://privacy.org.nz/your-rights/making-a-complaint-to-the-
privacy-commissioner/complaint-self-assessment/ or writing to: 
 
Office of the Privacy Commissioner 
PO Box 10 094 
The Terrace 
Wellington 6143  
 
 
Yours sincerely 
 
 
[Click here and type your name] 
[Click here and type job title] 
 
 

 

-

-



(date) 
 
 
 
       Client Number: 000 000 000 
 
(Contact name) 
Agency address 
 
 
Dear (name) 

Transfer of Privacy Act Request  

We received a Privacy Act 2020 request from [Requester’s name] on [date] 
for:  

[Insert request or part of request that needs to be transferred] 

We have looked for the information requested and we do not hold it, however 
we believe that this information may be held by your agency or is more 
closely connected with the functions or activities of your agency.   

We are therefore transferring this request under section 43 of the Privacy Act 
2020 to [agency] for response.  We have notified [Requester’s Name] on 
[date] to inform them of the transfer.  

If you wish to discuss this matter further contact me on [telephone number]. 

 
Yours sincerely 
 
 
 
[Click here and type your name] 
[Click here and type job title] 
 
Enc. [Original request] 

 

-

-



 (date) 
       Client Number: 000 000 000 
 
(name) 
Address Line 1 
Address Line 2 
ADDRESS LINE 3 
 
 
Dear (preferred name/salutation as per SWIFTT/UCVII) 

Transfer of your Request for Information 

Thank you for your request of [date] for INSERT WHAT THEY REQUESTED. 

We do not hold the information you requested [about ‘this particular thing’ – 
if you are only transferring part of the request specify which part], however 
we believe this information may be held by another agency.   

Under section 43 of the Privacy Act 2020, an agency may transfer a request 
if it is believed another agency holds the information or if the request is more 
closely associated with the functions of another agency.  

We have therefore transferred [part of] your request to: [Insert the new 
agency]. 

You can expect [Agency] to respond to [this part of your request] you by 
[date (which is 20 working days after the day on which the request was 
received by the receiving agency)]. [We will respond to you about the 
remaining parts of your request by date]. 

If you wish to discuss this matter further contact me on [telephone number]. 

Under section 70 of the Privacy Act 2020, you have the right to have this 
decision reviewed by the Privacy Commissioner. You can do this by completing 
an online form at https://privacy.org.nz/your-rights/making-a-complaint-to-the-
privacy-commissioner/complaint-self-assessment/ or writing to:  
 
Office of the Privacy Commissioner 
PO Box 10 094 
The Terrace 
Wellington 6143  
 
Yours sincerely 
 
 
[Click here and type your name] 

 

-



  Page 2  February 24, 2025 

[Click here and type job title] 
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Contract Privacy Clauses 
Contract Type Privacy Clauses 
Government Model 
Contract - Services 

Privacy  
14.1 Protection of Personal Information Where the Supplier has access to Personal Information 
under or in connection with this Agreement, the Supplier must:  
a. only use, access, store, process or transmit that Personal Information to the extent necessary to 
provide the Deliverables or Services 
b. ensure that the Personal Information is protected against loss, access, use, modification, or 
disclosure that is not authorised by the Buyer,  
c. provide all information and assistance reasonably required by the Buyer to comply with its 
obligations under the Privacy Act in relation to this Agreement, and  
d. comply with the Privacy Act and not do anything under this Agreement that would cause the 
Buyer to breach the Privacy Act.  
14.2 Privacy Breaches  
If the Supplier becomes aware of any Privacy Breach in relation to this Agreement it will notify the 
Buyer as soon as possible and take all reasonable steps:  
a. to identify the person or persons affected,  
b. required by the Buyer to undertake its own investigation,  
c. stop, and/or mitigate the impact of, any Privacy Breach and prevent its reoccurrence, and  
d. the Supplier shall not notify any person of the Privacy Breach without the Buyer's prior written 
approval.  
14.3 Application to Confidential Information The obligations under this clause 14 are not limited by 
and do not limit either Party's other obligations as regards the protection or security of Confidential 
Information set out in clause 13, provided that any disclosure of Confidential Information under 
clause 13.1 shall be subject to this clause 14. 
 
Definitions 
Personal Information has the meaning given to that term in the Privacy Act. Privacy Act means the 
Privacy Act 2020 and includes any codes or regulations issued under that Act.  
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Privacy Breach means any:  
• unauthorised or accidental access to or use of, or disclosure, alteration, loss, or destruction of 
any Personal Information; and  
• any action that prevents any Buyer from accessing Personal Information on either a temporary or 
permanent basis, whether or not:  
• caused by a person inside or outside of the Supplier;  
• attributable in whole or in part to any action by the Supplier; or  
• ongoing. 

Government Model 
Contract - Goods 

Privacy  
14.1 Protection of Personal Information  
Where the Supplier has access to Personal Information under or in connection with this 
Agreement, the Supplier must:  
a. only use, access, store, process or transmit that Personal Information to the extent necessary to 
supply the Goods,  
b. ensure that the Personal Information is protected against loss, access, use, modification, or 
disclosure that is not authorised by the Buyer,  
c. provide all information and assistance reasonably required by the Buyer to comply with its 
obligations under the Privacy Act in relation to this Agreement, and 
d. comply with the Privacy Act and not do anything under this Agreement that would cause the 
Buyer to breach the Privacy Act.  
14.2 Privacy Breaches If the Supplier becomes aware of any Privacy Breach in relation to this 
Agreement it will notify the Buyer as soon as possible and take all reasonable steps:  
a. to identify the person or persons affected,  
b. required by the Buyer to undertake its own investigation,  
c. stop, and/or mitigate the impact of, any Privacy Breach and prevent its reoccurrence, and  
d. the Supplier shall not notify any person of the Privacy Breach without the Buyer's prior written 
approval.  
14.3 Application to Confidential Information The obligations under this clause 14 are not limited by 
and do not limit either Party's other obligations as regards the protection or security of Confidential 
Information set out in clause 13, provided that any disclosure of Confidential Information under 
clause 13.1 shall be subject to this clause 14. 
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Definitions 
Personal Information has the meaning given to that term in the Privacy Act.  
Privacy Act means the Privacy Act 2020 and includes any codes or regulations issued under that 
Act.  
Privacy Breach means any:  
• unauthorised or accidental access to or use of, or disclosure, alteration, loss, or destruction of 
any Personal Information; and 
• any action that prevents any Buyer from accessing Personal Information on either a temporary or 
permanent basis, whether or not:  
• caused by a person inside or outside of the Supplier;  
• attributable in whole or in part to any action by the Supplier; or  
• ongoing. 

Outcome Agreement 
Framework Terms & 
Conditions 

8. Privacy of personal information  
8.1 To the extent that the Provider collects, uses, stores and/or discloses personal information 
related to the Outcome Agreement and Services, it will do so in accordance with:  
(a) the Privacy Act 2020 and any regulations issued under that Act;  
(b) any Law that amends or overrides any of the Information Privacy Principles of the Privacy Act 
2020 and that applies to the Purchasing Agency or Provider; and  
(c) any Code of Practice or Approved Information Sharing Agreement (as defined in the Privacy Act 
2020) that amends or overrides any of the Information Privacy Principles of the Privacy Act 2020 
and that applies to the Purchasing Agency or Provider.  
8.2 Subject to clause 8.1, the Purchasing Agency and Provider will record in the Outcome 
Agreement, or any service specification attached to or referenced in the Outcome Agreement, the 
details of any personal information that will be shared by the Purchasing Agency with the Provider 
in connection with the Services, the purpose(s) for sharing and using the information and any 
agreement on the management (including security) of the information.  
8.3 Wherever a Provider supplies a privacy statement to clients in respect of the Services in 
accordance with Information Privacy Principle 3 of the Privacy Act 2020, the Provider will 
implement any reasonable directions made by the Purchasing Agency about the content of the 
privacy statement, including about the purpose(s) of collection and the disclosure of information.  
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8.4 Before making a direction under clause 8.3, the Purchasing Agency will consult with the 
Provider about the proposed content of the privacy statement, and consider any reasonable issues 
or concerns raised by the Provider.  
8.5 In relation to any personal information provided or made available by the Purchasing Agency to 
the Provider in relation to the Outcome Agreement, the Provider will:  
(a) ensure that the personal information is kept secure and protected by security safeguards that 
are reasonable in the circumstances to take against loss, access, use, modification or disclosure 
that is not authorised by the Outcome Agreement or any other misuse;  
(b) only use that personal information for the purposes set out in or authorised by the Outcome 
Agreement; 
(c) only transfer, disclose or allow access of that personal information outside of New Zealand with 
the Purchasing Agency's prior written consent;  
(d) provide all information and assistance reasonably required by the Purchasing Agency to comply 
with its obligations under the Privacy Act 2020; and  
(e) on termination or expiry of the Outcome Agreement, or on the Purchasing Agency's instructions, 
securely dispose of or return that personal information to the Purchasing Agency, except to the 
extent that such information is stored in electronic backups which cannot reasonably be extracted 
or deleted.  
8.6 If the Provider becomes aware of any Security Breach (as defined below) in relation to the 
Outcome Agreement, it will notify the Purchasing Agency as soon as possible of that Security 
Breach and:  
(a) promptly take such steps as are reasonably available to it to identify the person or persons 
involved in the Security Breach;  
(b) take reasonable steps to stop such Security Breach, to mitigate or contain the effects of the 
Security Breach, and to prevent its reoccurrence;  
(c) provide reasonable assistance to the Purchasing Agency in determining the extent of the 
Security Breach;  
(d) if the Purchasing Agency reasonably requests, assist the Purchasing Agency to undertake its 
own investigation in relation to the Security Breach;  
(e) will, if the Purchasing Agency reasonably requests:  
(i) assist the Purchasing Agency to notify affected individuals in relation to the Security Breach; and  
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(ii) assist the Purchasing Agency to notify the New Zealand Privacy Commissioner in relation to the 
Security Breach, and the Provider acknowledges that it will not make any such notifications in 
relation to the relevant Security Breach without the Purchasing Agency's prior written approval 
(unless it is required to do so by applicable law); and 
(f) in such circumstances, the Purchasing Agency may require the Provider to immediately ensure 
that any person, third party supplier or subcontractor involved in causing the Security Breach is no 
longer engaged in providing the Services and that a suitably skilled, qualified and experienced 
replacement is engaged. For the purposes of this clause 8.6, Security Breach means any:  
(a) unauthorised or accidental access to, or disclosure, alteration, loss, or destruction of, any 
personal information; and  
(b) any action that prevents either party from accessing the personal information on either a 
temporary or permanent basis (except disposal of that personal information in accordance with 
clause 8.5(e)), whether or not:  
(c) caused by a person inside or outside of the Provider;  
(d) attributable in whole or in part to any action by the Provider; or  
(e) ongoing.  
 
9. Confidentiality  
9.1 Confidential Information  
The Purchasing Agency and Provider each confirms that it has adequate security measures to 
safeguard the other party's Confidential Information from unauthorised access or use by third 
parties, and that it will not use or disclose the other party's Confidential Information to any person 
or organisation other than:  
(a) to the extent that the disclosure or use is:  
(i) necessary to perform its obligations, or to exercise its rights, under or in relation to the Outcome 
Agreement (for example, to give effect to clauses 5.8 and 5.9 (Principles of Co-ordination and 
Cooperation), 8 (Privacy of personal information) and 11.4(e) (Orderly Transition of Services) of 
these Framework Terms and Conditions); or  
(ii) is expressly authorised by the Outcome Agreement;  
(b) if the other party gives prior written approval to the use or disclosure;  
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(c) if the use or disclosure is required by law (including under the Official Information Act 1982) or 
parliamentary convention; or  
(d) in relation to disclosure, if the information has already become public, other than through a 
breach of the obligation of confidentiality by one of the parties.  
9.2 Confidentiality undertaking required  
(a) If these Framework Terms and Conditions or the Outcome Agreement permit disclosure of any 
Confidential Information to any third party (including any auditor or reviewer appointed under 
clauses 5.4 or 5.5), the Provider and the Purchasing Agency (as applicable) may only disclose that 
Confidential Information to that third party if it first obtains a written confidentiality undertaking 
from that third party in terms substantially similar to those set out in this clause.  
(b) To avoid doubt, Personnel of the Purchasing Agency or Provider are not third parties for the 
purpose of clause 9.2(a). Each party may disclose Confidential Information to Personnel who need 
to know such information for the purposes of the Outcome Agreement, provided each party 
ensures that its Personnel:  
(i) are aware of the confidentiality obligations in these Framework Terms and Conditions and the 
Outcome Agreement; and  
(ii) do not disclose or use Confidential Information except as allowed by these Framework Terms 
and Conditions and the Outcome Agreement 
 
11.6 Survival  
Clauses 5.4 (Special Enquiry Rights), 7 (Dispute Resolution), 8 (Privacy of personal information), 9 
(Confidentiality), 10 (Intellectual Property), 11.4 (Termination), 12 (Recovery, Reduction or 
Suspension of Payments), 13 (Indemnity), 15 (General Terms) and Schedule One (Definitions and 
Interpretation) all survive termination or expiry of the Outcome Agreement. 
 
13. Indemnity  
13.1 The Provider indemnifies the Purchasing Agency against all losses suffered or incurred by the 
Purchasing Agency as a result of any claim by a third party that:  
(a) the possession or use of any Intellectual Property Rights supplied or licensed by the Provider to 
the Purchasing Agency or used to provide the Services infringes a third party's Intellectual Property 
Rights; or  
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professional advisors, evaluation panel members, partners, principals or directors. Where this 
occurs, the disclosing party must take reasonable steps to ensure the third party does not disclose 
the information to anyone else, and does not use the information for any purpose other than 
participating in the ROI process.  
d. The Respondent acknowledges that the Buyer’s confidentiality obligations are subject to 
requirements imposed by the Official Information Act 1982 (OIA), the Privacy Act 2020, 
parliamentary and constitutional convention, and any other obligations imposed by law. Where the 
Buyer receives an OIA request that relates to a Respondent’s Confidential Information, the Buyer 
will consult with the Respondent and may ask the Respondent to explain why the information is 
considered by the Respondent to be confidential or commercially sensitive.  
e. The Respondent may disclose the Buyer’s Confidential Information to the extent strictly 
necessary to comply with law or the rules of any stock exchange on which the securities of the 
Respondent or any related entity are currently listed. Unless prohibited by law, the Respondent 
must consult with the Buyer before making such a disclosure.  
f. The Buyer will not be in breach of its obligations if it discloses Confidential Information to the 
appropriate authority because of suspected collusive or anti-competitive tendering behaviour 

Request for Quotes 
Terms and Conditions 

5.11 Notification of outcome During the 30 Business Days after the Contract has been signed, the 
Buyer:  
a. will let all unsuccessful Respondents know the name of the Successful Respondents, if any  
b. may make public the name and address of the Successful Respondents (if any) and any 
unsuccessful Respondents  
c. will publish a Contract Award Notice on GETS, where applicable. Contract Award Notices are 
available to view by the public on GETS. The Respondent may request that the Buyer withhold its 
address from the Contract Award Notice for privacy reasons. The Buyer may withhold the 
Respondent’s address from the Contract Award Notice in a manner consistent with the Privacy Act 
2020. 
 
5.17 Confidential Information  
a. Without limiting any other confidentiality agreement between them, the Buyer and the 
Respondent will both take reasonable steps to protect the other party’s Confidential Information.  
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b. Except as permitted by the other provisions of this Section 5.17, neither party will disclose the 
other party’s Confidential Information to a third party without that other party’s prior written 
consent.  
c. Each party may each disclose the other party’s Confidential Information to anyone who is 
directly involved in the RFQ process on that party’s behalf, but only for the purpose of participating 
in the RFQ. This could include (but is not limited to) officers, employees, consultants, contractors, 
professional advisors, evaluation panel members, partners, principals or directors. Where this 
occurs, the disclosing party must take reasonable steps to ensure the third party does not disclose 
the information to anyone else, and does not use the information for any purpose other than 
participating in the RFQ process.  
d. The Respondent acknowledges that the Buyer’s confidentiality obligations are subject to 
requirements imposed by the Official Information Act 1982 (OIA), the Privacy Act 2020, 
parliamentary and constitutional convention, and any other obligations imposed by law. Where the 
Buyer receives an OIA request that relates to a Respondent’s Confidential Information, the Buyer 
will consult with the Respondent and may ask the Respondent to explain why the information is 
considered by the Respondent to be confidential or commercially sensitive.  
e. The Respondent may disclose the Buyer’s Confidential Information to the extent strictly 
necessary to comply with law or the rules of any stock exchange on which the securities of the 
Respondent or any related entity are currently listed. Unless prohibited by law, the Respondent 
must consult with the Buyer before making such a disclosure.  
f. The Buyer will not be in breach of its obligations if it discloses Confidential Information to the 
appropriate authority because of suspected collusive or anti-competitive tendering behaviour. 

Request for Proposal 
Terms and Conditions 

6.11 Notification of outcome  
During the 30 Business Days after the Contract has been signed, the Buyer:  
a. will let all unsuccessful Respondents know the name of the Successful Respondents, if any  
b. may make public the name and address of the Successful Respondents (if any) and any 
unsuccessful Respondents  
c. will publish a Contract Award Notice on GETS, where applicable. Contract Award Notices are 
available to view by the public on GETS. The Respondent may request that the Buyer withhold its 
address from the Contract Award Notice for privacy reasons. The Buyer may withhold the 
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Respondent’s address from the Contract Award Notice in a manner consistent with the Privacy Act 
2020 
 
6.17 Confidential Information  
a. Without limiting any other confidentiality agreement between them, the Buyer and the 
Respondent will both take reasonable steps to protect the other party’s Confidential Information.  
b. Except as permitted by the other provisions of this Section 6.17, neither party will disclose the 
other party’s Confidential Information to a third party without that other party’s prior written 
consent.  
c. Each party may each disclose the other party’s Confidential Information to anyone who is 
directly involved in the RFP process on that party’s behalf, but only for the purpose of participating 
in the RFP. This could include (but is not limited to) officers, employees, consultants, contractors, 
professional advisors, evaluation panel members, partners, principals or directors. Where this 
occurs, the disclosing party must take reasonable steps to ensure the third party does not disclose 
the information to anyone else, and does not use the information for any purpose other than 
participating in the RFP process.  
d. The Respondent acknowledges that the Buyer’s confidentiality obligations are subject to 
requirements imposed by the Official Information Act 1982 (OIA), the Privacy Act 2020, 
parliamentary and constitutional convention, and any other obligations imposed by law. Where the 
Buyer receives an OIA request that relates to a Respondent’s Confidential Information, the Buyer 
will consult with the Respondent and may ask the Respondent to explain why the information is 
considered by the Respondent to be confidential or commercially sensitive.  
e. The Respondent may disclose the Buyer’s Confidential Information to the extent strictly 
necessary to comply with law or the rules of any stock exchange on which the securities of the 
Respondent or any related entity are currently listed. Unless prohibited by law, the Respondent 
must consult with the Buyer before making such a disclosure.  
f. The Buyer will not be in breach of its obligations if it discloses Confidential Information to the 
appropriate authority because of suspected collusive or anti-competitive tendering behaviour 
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Information Governance Policy 
Last Review Date: November 2024 

Next Review 

Date: 

November 2026 

Approved by: 

Owner: 

Organisational Health Committee 

General Manager Information (CISO, CPO) 

Purpose 

This policy defines the principles, roles, and responsibilities which support the 
Ministry of Social Development (the Ministry) in upholding its Information 

Governance responsibilities to the New Zealand Government and public. The 
principles found in this policy set the governing direction and intent for 

Information Governance. Underpinning this policy are standards, patterns, 
processes, and guidance material which collectively operationalise the principles 

in this policy and align the Ministry’s Information culture and decision-making.  

Policy Statement 

The Ministry holds and uses information (including personal information and 

data) about people that impacts their lives. Information is taonga, and as its 
stewards we must both use it responsibly and protect it while it is in our care.  

Effective information governance requires the Ministry to understand the 
information it holds, define who is responsible for that information, and know 
how that information is being used. Additionally, it requires the Ministry to have 

assurance that its information is protected, is managed appropriately, and its 
staff are acting responsibly when using information.  

Scope 

This policy applies to all Ministry staff including contractors; all information and 

data held and used by the Ministry; and all activity conducted by third parties on 
behalf of the Ministry. 
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Policy Principles 

The following principles must be understood and followed to ensure alignment 
with the purpose of this policy.  

1. The Ministry’s information assets are identified and 
appropriately protected based on legislative requirements, 

information value and risk culture 

The Ministry manages information assets in accordance with the requirements 
defined in key legislation such as the Public Records Act 2005, Privacy Act 2020, 

and the Official Information Act (1982), along with policy guidance such as the 
Protective Security Requirements (PSR). The Ministry’s standards and other 

guardrails define the measures which set the baseline for how information assets 
are collected, secured, stored, used, and managed using a risk-based approach.   

2. All information assets held by the Ministry have responsible 

Information Asset Owners to ensure they are managed and 

used appropriately 

An information asset has value to the Ministry from the point of creation or 

collection through to its eventual disposal.  Information Asset Owners are 

responsible for ensuring the risks to, and the opportunities for, their 

corresponding information assets are understood, managed and monitored 

throughout the information asset’s lifecycle. Information Asset Owners are also 

responsible for how their information assets are used, including use with 

algorithms or other tools.  Any legal and regulatory requirements applicable to 

the collection, storage, use, disclosure or disposal of the information must be 

understood by the Information Asset Owner.  

3. Information assets are fit-for-purpose to promote informed 

decision-making 

Consistently and continuously maintaining the quality and integrity of Ministry 

information assets ensures people use authoritative information. The information 

collected, used, and shared by the Ministry is appropriate for the purposes it is 

intended and collected for, and contributes towards better insights, better 

decisions, and better lives.  

4. The Ministry partners with tangata whenua in decision-making 

about information held by the Ministry to support Māori  

The Ministry fosters collaborative relationships with Māori communities to ensure 

their voices are heard and respected in decisions about information held by the 

Ministry that impacts their lives. The Ministry values the trust placed in it by 

Māori and is dedicated to embedding Māori perspectives into the way it cares for 

and manages Māori information. Upholding its responsibilities to its Accord 

partners, the Ministry is committed to working alongside key partners to support 

decisions about how Māori information is governed. 
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5. The protection and responsible use of Ministry information is 
everyone's responsibility 

Ministry staff are responsible for handling information appropriately while it is in 
our care. Ministry technology and processes play a key role in providing a layer 
of protection over information, and our awareness of informat ion risk and its 
acceptable use is j ust as important. The Minist ry expects staff to act in a t imely 
and coordinated manner to prevent or respond to breaches of, and threats to, 

information. ~ 

Roles and Responsibilities ~ ~~ 
Everyone that works for or is contracted to t he Mini:9.::~as a sponsibilit io 
comply with th is policy. The responsibility of ea~~~ ecifically re ~~nt ":' 
t his policy is set out in t he table below: ( (/'> \ ~ ~ \ 

Person/ Party Responsibility 

All Staff 

Managers ~~~ l~a~f.ft\~Jsponsible for: 

\) ~0~~~ . and facilitating regular information discussions 
0-~ ith--the1r teams 

~ ) (\ • ~ suring their teams are familiar with the Ministry's 

) W ~\ information policies and guidance; use approved tools, 
~ \ V and comply with the Ministry's information governance 

~~ approach 
,.,;:> (0 ~ • :;:~:ing direction on acceptable behaviours to their 

_\ :)~ • Modelling good information pract ice t hrough t heir actions 

(g1 and behaviour 

• Identifying and escalating information risks, as 
appropriate, to ensure information is managed effective ly 
at the appropriate level and in a timely way 

• Reporting any information security or privacy incidents to 
their line manager 
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Responsibility 

All information assets owners are responsible for: 

Inform~~ In~('-at · ti'Stewards are responsible for: 

St~rd~ ~ ) intaining specialist knowledge about t he information in 

~ ~ ~ heir business area. 

~- ~©J~~ : ~~fi~~i;i~~;:~~;~~::Jj~I~i:i::~;;ff E:~~~~ 
<";:> (0~ • Maintaining and updating an inventory of information 

©

_\ :)~ assets; 

a ) • Monitoring and optimising the lifecycle of information to 
effectively manage r isk and opportunities; 

• Collaborating with stakeholders across the business 
(System Owners, other Information Stewards, Business 
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Committees 
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Responsibility 

Capability owners, and Line 2 assurance functions, etc.) 
to implement the necessary guardrails; 

• The responsible use of information assets, enabling the 
organisation and other agencies where appropriate to gain 

maximum value from t he information ; and 
• Supporting information asset owners to make informed 

decisions about t he management an ,se of their ass t 

for the duration of its lifecycle. ~ 

Owner informed and aware of any -tsl\5- Of\Soncern~ 
surrounding t he integrity or t a~ of t tT infor~ tio 

At the Ministry, Informa~ ~ ><zarlls will ~~; by the 
Informat ion Asset O)=;R~ ~ ai;e typi a~lyi s•~ t"Subject 

matter experts in,~~'\ r1¥ eefhte/ bfo~~;eas. 

Informat ion go~~} ~ om~ •it~ ~ r'ev'responsible for 
overseeing\a~t~king t ~~ c:~ eM ent of t he Ministry's 
strate§-k ob'j~~es rela"tt~ o~ ation governance. They 

s, ~~o/r rall ris~~"2~~~Y tn~ Ministry, which_ guides the 
~1~sponds-t~~~-OJ-c:l't1on nsk and opportunity. 

@~\~,(e> go?'~ ~~~·1es must have membership from t he 
<::1>1inist'\~e"ct'deFStitp Team, as well as appropriate Maori 

~ \ repres:~~' and have oversight of: 

~ ~ ormation and IT security policies and strategies 
\ • Information standards and architecture 
~ Obligations contained in t he Protective Security 

~ l> Requirements (PSR), the Privacy Maturity Assessment 
\ Framework (PMAF), and t he Archives New Zealand 

8<0~ 
©~~ 

Executive 
Sponsor 
Information 

Information and Records Management Standard 

• Ministry decisions about ensuring there are adequate 
systems, processes, and controls in place to identify and 
manage information risk . 

At the Ministry, t he I nformation Governance Committees 
consist of the Leadership team (LT), Organisational Health 
Committee (OHC), the Information and Protective Oversight 

Committee (IPSOC), t he Transformation and I nvestment 
Committee, and Tai Nuku Design Committee. 

The Executive Sponsor champions the importance of 
information management among t he organisation's leadership. 
The aim is for everyone in the organisation to see informat ion 

management as an integral part of a business operating 
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Responsibility 

effectively. The Executive Sponsor I nformat ion is responsible 

for: 

• Ensuring that the strategy and policy adopted by the 
organisation supports information management 

• Being involved in strategic and operational planning to 
align information management with the corporate 

objectives and business activities of t ~f ~ anisation ./) 

• Lia ising with business units to ensll\~11~,P.format~ "Z\ 
integrated into work processe~~~~ and se~ s \:, 

• Overseeing t he budget for i~{~at~ n and ~ s~~he 
resources needed to ~f5'']_rt informatio are tr:u~>.Wn and 

sought in funding j,~!s·o~ 0 
• Ensuring that s~~ g;pproprpt~ ~ s-.__,o implement 

information ~\ef,i3,S ar~ \ ~ a, and regular 

upskillint_Mv~le ~ \ 
• Monit~~~~ -d)ieview~, ~~ation to ensure that it is 

imp~ t~ ', tran~~\y ar1.a meets business needs 

Th~,s cte·l·~~d---~~ •. tive Sponsor I nformation role 

~~ Organisaul,/ia~'Ysurance and Communication 
(2_ ___ , t ~ 

Chief Securi~ ~ 2}ih¥ Ch~fcJ~,µ)fficer (CSO) is responsible for having 
Officer~t ove~~~·(§,e Ministry's protect ive security practices in line 

wi~~~ective Security Requirements (PSR). 

~ ~/) ~ At ~he;Mlnistry, t he CSO is t he DCE OAC. 

l:~;>~or~a ~ ----- ·he Chief I nformat ion Security Officer (CISO) sets the strategic 
~ c:untr?ff~e direction for informat ion security within their agency. The CISO 

'\'\ ~ is responsible for cyber security requirements, and accountable 

,,';> (0 '-0 :a.:c~;it~e::~::~~o':sb::~i~;:~~;,a:~~g ;::.0i~~m,::7;~a~~~:~ 

©

_\ :)~ through a distributed security function. 

a) At the Ministry, t he CISO is the General Manager (GM) 
Informat ion. The GM Information is responsible for 
implementing and having assurance over this policy. 
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Officer 

Information, 
Security and 
Identity Group 

~~ 
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Responsibility 

The Chief Privacy Officer (CPO) sets the strategic direction for 
Privacy within their agency. The CPO is responsible for: 

• Dealing with any complaints from the Ministry staff or 
clients about possible pr ivacy breaches 

• Dealing with requests for access to personal information, 
or correction of personal information 

• Acts as t he liaison for t he Ministry wit1(f-ne Office of ~ 
Privacy Commissioner $S:: p \\ 

• Advising t he Ministry on the p~~~eri acy imJ!?act ofv> 
changes to the organisation'¥&w~ nes:s practi~ ~\,___J 

• Overseeing the functi~~ ern~g w~ a he M1 , 'i'srry can 

and cannot do wi~~~~-alJPlformat~ . 

At the Ministry, t he .,,,c~ "~~ In,(o(~ 

The Informati~~~} a'nci Ider('tity ' ~,/ is responsible for: 

• Sup120~~ M~ s str~~~ure - providing thought 
lead~~) on ifilTo\mta ioo security, privacy and 

< i'\~r~'a.tion m~~~~t across, as well as influencing 
,\tzif5-rmation ,i:tia 1~ i~ growth across MSD and all of 

, overnn,e~fl\ 
Del~~ ri1~ a surance - providing support to MSD in 

m*~ ~ compliance responsibilities t hrough an 
~ ~ a,r,ice programme to manage defined information 

~ ks. 
• , roviding expert advice - providing specialist skills to 

ensure business processes and systems design align to 
good practice, includ ing responsible use and protect ion of 
information assets and comply with information legislation 
and related regulat ions. 

• Delivering a foundational capability - provid ing direction, 
guidance too ls, training and support for informat ion 
capability improvements. 

----------+-----------------------------1 
Strategy & 
Insights 

The Strategy & Insights Group is responsible for: 

• Maintaining enterprise data resources, such as an 
enterprise data catalogue, enterprise data model, 
and their implementation into MSD's data 
warehouse, ensuring we can understand and 
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Responsibility 

access our authoritative data sets with confidence 
in t heir quality, timeliness, and consistency. 

• Driving MSD's approach to data and analytic 
products which support decision making, and 
ensuring we are recognising the potential value of 
a given use of data in trading off against risk. 

• Setting requirements for new data co!J-f ion and ~ 
standards around that data's ~:O~~ and 

structure in order to be usef~r\,,.aA!'~~~- (? ___ , 
• Supporting the Ministry t~~ ~ d ma~ geB 

Ministry data, analytics / a•nj evid$ice \'>? 
• Client and Busine"~ IJ-i ,en e and ~a a cie119-e 
• Research and Ev~y~io to anf)-V.:s~~c3i:a and 

produce insi~~-a~'.efrm d~,\~~ ~ ng and 

:::~~~ ·~ w~ e~ ~ s work for 

• :, ~at~ g,eme.~ f~~~ '{,E!porting. 

Improvement, I~(r=e~on~ le !-~~ ~'\ Weople and partners with 
Systems and ~ 1~6~fserz e5:-,_'\Y~ctive technology so New Zealanders 

Technology (IS~ ::,t ~ ea,s1l~ ~s'th)~ pport they need . 

<:: ::JST, a~ \~t?,1 owners, are responsible for the overall 
ope~jcbr'~'We system, including any outsourced services, 
te~ \ ~ -1:1)i ications, and cloud . 1ST is part of the 

~ ~ >technology experts, including Technology Security and 

'- /,:J ~ \\>( clentity 

, Eth·c~ ~ J v The Et hics Advisor is respons ible for: 

> ~ "----../ • Formulating, reviewing, and disseminating ethics-related 
\) documents, and providing guidance related to all ethical 

{N) issues, including t hose relating to information ( code of 

~ conduct, conflicts of interest, outside activities, etc.) 

At MSD, t he Ethics Advisor is an independent ethics advisor 
commissioned by the GM I nformation. 
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Definition 

Algorithms are sets of instructions that enable computers to solve 
problems or complete tasks. There are many different types of 
algorithms for different purposes and outcomes. Algorithms can 
be simple or complex. All forms of 'AI' are complex algorithms. 

The process of preserving information t hat nee9-~ to be held over 
the medium or long term with low frequenc~6f<a¢,eess, so t ha i 

retains its integrity and remains availab ~ O~ SD( f'1:td 
others until it is able to be disposed. \ \_ \"0 ~ ~ 
Recorded information (including1>---:0th per~ n~I iiz~rm~ti, ~ nd 

data) in any form created o~c~~~ nd m_~mt~ ,\ d ~ evidence 
of Ministry business. It in~~~~ lj,ut is nri - l.~ ~ d, t0, documents, 
email correspondenc~f~¢ /'audjt,~s niietAflata (including 

react ion emoj i ~ -)~ c~sage✓-~ic~edding, social media, 

and web pa~ S\\ ~ ,,,,_ ~ 

Information Policy Framework, it drives effective and accountable 
informat ion management practices 

Information Use means everything t hat is done with information. 
This means not j ust active use, but also all parts of the 
information lifecycle (includ ing collection and disposal). For the 
avoidance of doubt, information is being used when it is held in a 

database, even when that database is not actively being accessed. 
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Information  

Management 
The process by which the Ministry ensures that information is 

managed across its lifecycle, such that it is accurate, relevant, 

and accessible; and that it is retained and disposed of 

appropriately in line with its value and its risk profile. 

Information 

Security 
Information Security relates to the protection of information 

regardless of its form (electronic or physical). The accepted 

definition of information security within government is: “measures 

relating to the confidentiality, availability and integrity of 

information”. 

Personal 

Information 
Personal Information is defined under the Privacy Act 2020 as 

“Information about an identifiable individual…”. It includes 

anything that relates to an identified person to be identified 

directly or indirectly, such as, but not limited to name, address, 

contact details, date of birth, signature, photographic image, 

Social Welfare Number, information about someone’s health, sex 

life or orientation, their finances, religious, political or 

philosophical beliefs, race, biometric or genetic data. 

Privacy  Privacy relates to the rights an individual has to control their 

personal information and how it’s used. There is an obvious 

overlap between information security and privacy. This policy 

recognises the interdependence of one to the other.   

Risk culture The level of risk that an organisation is prepared to accept in 

pursuit of its objectives. 

 

 

~~ ~~ 
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Privacy, Human Rights and Ethics Policy 

Last Review Date: October 2022 

Next Review Date: October 2024 

Approved by: 

Owner: 

Organisational Health Committee, October 2022 

General Manager Information (CPO) 

Purpose 

This policy defines the principles, roles, and responsibilities which support the Ministry of Social 
Development (the Ministry) in upholding its Privacy, Human Rights and Ethics responsibilities to the 
New Zealand Government and public. The principles found in this policy set the governing direction 
and intent for how we respect people’s privacy and human rights in an ethical manner. Underpinning 
this policy are standards, patterns, processes, and guidance material which collectively operationalise 
the principles in this policy and align the Ministry’s information culture and decision-making. 

Policy Statement  

The Ministry holds and uses information and data about people that impacts their lives. Information is 
taonga, and as its stewards we must both use it responsibly and protect it while it is in our care. 

As we interact daily with New Zealanders of different ages, backgrounds, ethnicities, genders and 
disabilities, consideration for people’s privacy, human rights, ethics, bias, and discrimination must be 
at the centre of these interactions. This extends to how we partner and share information with tangata 
whenua, communities, and other agencies, and commitment to adhering to the NZ Digital 
Government Data Protection and Use Policy (DPUP) principles. At all times we must uphold and 
maintain compliance with the New Zealand Privacy Act 2020. 

Scope 

This policy applies to all Ministry staff including contractors and partners; all information and data held 
and used by the Ministry; and all activity conducted by third parties on behalf of the Ministry.  
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Policy Principles 

The following principles must be understood and followed to ensure alignment with the purpose of this 

policy.  

1. The Ministry only collects the information it needs from people, and is 
transparent and clear about its purpose and use  

Any information we collect must be for a defined and intended purpose; limited to what is necessary 

and relevant to the Ministry’s activities or a legislative purpose. When we collect information from 

people, we tell them, in a way that makes sense to them, what data or information is collected about 

them, how it is used, who it is shared with and why. This is done even if is used or shared in a way 

that does not and cannot be used to identify them. Transparency is important for trust and respecting 

people’s mana. 

2. The Ministry uses information responsibly to support better decisions, 
better outcomes, and better lives 

While delivering on our services, we leverage data to enhance customer experience and help us 

make better decisions for better lives and better outcomes. The data we use must be treated as an 

extension of the whānau, people, and communities that it was collected from, handling it with the 

deserving level of dignity, care, respect, and protection.  

3. The Ministry acts honestly, truthfully and with integrity when using and 
handling information  

Incorporating diverse cultural interests, backgrounds, perspectives, and needs is key to building trust 

when we interact with our clients and each other. We are objective, fair, do not disadvantage others, 

and do not discriminate.  

4. The Ministry shares personal information responsibly 

As public servants, we recognise that information is a powerful enabler for creating actionable 

intelligence, and we leverage this taonga respectfully, ethically, and transparently. When we share the 

personal information of our clients and our people, it is for their benefit. We are committed to sharing 

only what is needed to fulfil that purpose or request. 

5. The Ministry empowers and enables people to access and use their own 
information held by MSD 

The Ministry supports the choices of clients and staff when they make decisions about what personal 

information they want to share; and how they want it used and by whom. We encourage people to see 

what is collected and recorded about them and wherever possible give easy access to, and oversight 

of, their information. 
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Roles and Responsibilities 

Everyone that works for or is contracted to the Ministry has a responsibility to comply with this policy. 

The responsibility of each role specif ically relevant to this policy is set out in the table below: 

Person/Party 

All Staff 

Responsibility 

All staff (including contractors) are responsible for: 

• 
• 
• 

• 

Complying with the Ministry's information policies 
Following information guidance and training /1/,, 
Identifying and reporting IT security, infor ~ar oii/s'ecurity, 
management and privacy incidents 
Escalating risks, as needed, to their ma','g~ 

Managers All managers are responsible for: \) 

• Leading and facilitating regula nf@,~ discussions ~ \ the\ teams 

Information Governance 
Committees 

• Ensuring that their tea~ s/a?~arn~a r--w1th the M1~~s..mforn<ation policies, 
guidance; use approved~lools, "-na compl ·i)t\\'\:>Mimstry's information 
governance appro~ ~ ~~ \ 

• Providing directio'~~ ~epta le b~~ur~~ tlJ!!µeams 
• Modelling,.,g~ crtri'fort:(l'ajlo'h prac~ic~'1ough tl'i~F actions and behaviour 

• ldenti~n~\~li ting :2:~rl1\ati~p---r~s as appropriate, to ensure they are 
man~ d effe<.tively at the app~{1, te1e..,el and in a timely way 

~ R._ortin~i IT sec~ i~~~ljon security or privacy incidents to their line 

/) \_ \_mar,ger 

Information governance committees are responsible for overseeing and tracking the 
achievement of the Ministry's strategic objectives relating to information governance. 
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Executive Sponsor 
Information 

~~ 
~~~~>~ 

) 
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Responsibility 
They set the overall risk culture for the Ministry which guides the way it responds to 
information risk and opportunity. 

These governance bodies must have membership from the Ministry's Leadership Team, 
as well as appropriate Maori representation, and have oversight of: 

• Information and IT security policies and strategies 
• Information standards and architecture 
• Obligations contained in the Protective Security Requirements (PSR), the Privacy 

Maturity Assessment Framework (PMAF), and th~~ives New Zeal d 
Information and Records Management Standard <'\. \ <v /. 

• Ministry decisions about ensuring there are ade~te s.ys_t~ . processes, aQ__°' 
controls in place to identify and manage i fo~~rri~ \/ ~ '\. > 

At MSD, the Information Governance Committees cd~ ist ofJhe Leader~ t~ t: , 

Organisational Health Committee (OHcvifidJhie Techrticial Desi~'\Com~ ), ~(yOC). 

The Executive Sponsor championz~e JJ:QP\~ce of inform~~age ent among 
the organisation's leadership. :i:t:i~~s'for/ ~veryone i( ~~ rQa{'~ati6n to see 
information management a~ t~g_ra~ r't of ab i e{ s~ r, ting effectively. The 
Executive Sponsor lnfor~~~~e~'ponsible) <~t< \ ~ 

• Ensurin~ ~ ~ ~ licy oe,ql~ e organisation supports information 

• ;;~~~ in stra~ \ ~ tional planning to align information 
(1Ylf f ~ement with 1:1~ {,:i:eorf~ objectives and business activities of the 

\~'-rsatron, Q ~ "-..V 
J_,aising y t1,--b~iness---J.1Ri s to ensure information is integrated into work 
roce~J, {y;iem~ nd services, 

• ov(~~').~~dget for information and ensuring the resources needed to 
s'Up{~~nformafion are known and sought in funding decisions 

•~ ~~ur~g)staff with appropriate skills to implement information strategies are 
~ ~ loyed, and regular upskilling is available 

• onitoring and reviewing information to ensure it is implemented, transparent and 
meets business needs. 

e CE has delegated the Executive Sponsor Information role to the DCE Organisational 
Assurance and Communication (OAC). 

The Chief Privacy Officer (CPO) sets the strategic direction for Privacy within their 
agency. The CPO is responsible for: 

• 

• 

• 

Dealing with any complaints from the Ministry staff or clients about possible 
privacy breaches 
Dealing with requests for access to personal information, or correction of personal 
information 
Acting as the liaison for the Ministry with the Office of the Privacy Commissioner . 

• Advising the Ministry on the potential privacy impacts of changes to the 
organisation's business practices 

• Overseeing the function governing what the Ministry can and cannot do with 
personal information. 

At MSD, the Chief Privacy Officer (CPO) is the General Manager Information. The CPO 
is responsible for implementing and having assurance over this policy. 
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Person/Party Responsibility 

Chief Analytics Officer The Chief Analytics Officer (CAO) oversees the analytics function, including data 
analytics and data science. They set strategic priorities for this function and identify new 
opportunities for the Ministry based on data. 

The CAO is responsible for: 

• Managing the analytics needs across the organisation 
• The creation of data warehouses 

• Data governance and data management framework«> 

At MSD, the CAO is the GGM Insights. /) 
A - /A\ 

Information Group Information Group is responsible for: ll W ~, 
• Supporting MSD's strategic future - pr~ ain~ t~'' f Q~t eadersr i~ ·nfefation 

security, privacy and information ma~ gem~1s Well as influen~ -i" femiation 
maturity growth across MSD a~~~ government. 

• Delivering assurance - ~ 0~ ing \ U~ to MS~O in~ ting "t compliance 
responsibilities through a a§su'-rert~rogramme t a , a§tjefined information 

risks ~ 0 ( 
• Providing expe~ a ~~ - ~rr viding specia~ ~ ts..t , ensure business processes 

and systemf de~~l~ o good pr~ tic~ no..emply with information legislation 

and rela<e'a~~~s. ~ 
• Deliv~~ \1~uaj:lational cap'a~ili~:Ji~ding direction, guidance tools, training 
/;a d sup~ ensure ·nt o rl,~~ ~ pability improvements can be achieved. 

/\<:._\\ ~~\ 
Insights T~ r s1~droup t,r-es\¥bl~ > v-

0 V Sup~ ing ~ ·nis~ to use and manage Ministry data, analytics, and evidence 

Bias 

Discrimination 

~ • Clien~ ct,_ 's'asiAe 1 intelligence and data science 
<:: • ~~arq__r< and Evaluation to analyse data and produce insights that inform 

Definition 

~ isi~ aking and provide evidence on what interventions work for whom 
~ ,M'anagement and data reporting. 

The action of supporting or opposing a particular person or thing in an unfair way, because of 

allowing personal opinions to influence your judgment. 

The act of making distinctions between people based on the groups, classes, or other 

categories to which they belong or are perceived to belong. People may be discriminated on 

the basis of race, gender, age, religion, disability, or sexual orientation, as well as other 

categories. 
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Ethics Well-founded standards of right and wrong that prescribe what humans ought to do, usually in 

terms of rights, obligations, benefits to society, fairness, or specific virtues. 

Human Rights The recognition of the inherent value of each person, regardless of background, where we live, 

what we look like, what we think or what we believe. They are based on principles of dignity, 

equality, and mutual respect. 

Information Recorded information (including both personal information and data) in any form created or 

received and maintained as evidence of Ministry business.  It includes, but is not limited to, 

documents, email correspondence, datasets, audit logs, text messages, voice recording, social 

media, and web pages. 

Information Asset An Information Asset is an identifiable collection of information and data recognised as having 

value to the agency.  Information assets have recognisable and manageable risk, content, and 

lifecycles.  Assets are defined at the broadest level that permits effective governance, 

description, and comparability to other assets (including equivalent assets held by other 

agencies). 

Information Sharing The exchanging, collecting, or disclosing of personal information by secure means to other 

parties within the Ministry, or with other organisations, for certain purposes using approved 

information agreements. 

Information Use Information Use means everything that is done with information. This means not just active 

use, but also all parts of the information lifecycle (including collection and disposal).  For the 

avoidance of doubt, information is being used when it is held in a database, even when that 

database is not actively being accessed.   

Personal Information Personal Information is defined under the Privacy Act 2020 as “Information about an 

identifiable individual…”. It includes anything that relates to an identified person to be identified 

directly or indirectly, such as, but not limited to name, address, contact details, date of birth, 

signature, photographic image, Social Welfare Number, information about someone’s health, 

sex life or orientation, their finances, religious, political or philosophical beliefs, race, biometric 

or genetic data. 

Privacy  Privacy relates to the rights you have to control your personal information and how it’s used. 

There is an obvious overlap between information security and privacy. This policy recognises 

the interdependence of one to the other.   

 

 



 
IN-CONFIDENCE 

[Cover sheet to be deleted before  
MOU is provided to the other party]  

 
 

Template Information Sharing MOU 
 
Introduction  

MSD practice is that most forms of information sharing between MSD and another agency need to be 
formally documented, using an appropriate form of information sharing MOU, agreement or letter. The 
only exceptions to this are ad hoc, isolated information shares where the justification for sharing is 
clear and the sharing is quick and simple, e.g., over the phone to address a serious threat to a 
person’s safety or responding to a specific request relating to an individual by email. 

Attached to this cover sheet is MSD’s template Information Sharing MOU.  

When can it be used? 

This template can be used in situations where MSD and another agency or organisation are sharing a 
significant amount of personal or other sensitive information, and there is an existing legal basis for 
the sharing. Its purpose is to record the sharing and set expectations and controls around how the 
information is to be shared and used. For example, MSD might be sharing a substantial dataset with 
another agency, or it might be disclosing information to another agency and/or obtaining information 
from another agency on a regular basis.  

When should it not be used? 

This template cannot be used to, and it does not, provide an independent legal basis for the sharing of 
personal information that is not otherwise permissible under the Privacy Act or specific statutory 
provisions. It needs to record the existing legal basis for the sharing, whether that be under the IPPs 
or specific statutory sharing provisions. 

The template should also not be used for: 

• sharing situations that are or will be covered by an approved information sharing agreement under 
the Privacy Act; or 

• information sharing arrangements in the context of departmental host or shared services 
arrangements between MSD and another department or departmental agency. 

Approved Information Sharing Agreements (AISAs) typically contain provisions detailing what must be 
in MOUs that parties enter into in reliance on the sharing authority established by the AISA. This 
template may not comply with those provisions or need to be amended to meet the requirements of 
the relevant AISA. Accordingly, we recommend early engagement with MSD Legal on MOUs that rely 
on an AISA as the justification for sharing. 

How to use it 

The details for a given MOU are entered into Schedule 1 (Administrative Details) and Schedule 2 
(Information Sharing Schedule). Except for completing the MOU’s title page and the other party’s 
name on page 1, the front end of the MOU (i.e., the Background section and clauses 1-10) is intended 
to be common to all information-sharing MOUs. Drafting notes in blue provide guidance on the parts of 
the template that need to be completed, and on optional clauses you can include. All blue drafting 
notes and square brackets should be deleted before providing the MOU to the other party. 
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Who to ask for help 

If you need help with completing the template, contact IP&S and/or MSD Legal. It is particularly 
important that the justifications for sharing set out in the MOU are legally correct. MSD Legal is 
ultimately responsible for ensuring the sharing is lawful and so must be consulted before the MOU is 
finalised and the sharing commences. 
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Memorandum of Understanding 
 

 
Parties 

Ministry of Social Development (MSD) 
 
and 
 
[Insert full name of the other party] ([insert acronym for other party])  
 
 
Background  

1 The parties wish to share specific kinds of information for specific purposes and have 
agreed in this MOU upon the parameters within which such sharing may occur. The 
context for the sharing is set out in Appendix 1 (Administrative Details).  

2 The MOU may cover one or more flows of information between the parties (these are 
called Information Flows) and is designed to be expanded over time for additional flows 
through the insertion of additional Appendixes to Schedule 2 (Information Sharing 
Schedule).  

3 The information that may be shared within an Information Flow is called Specified 
Information and the purposes for which that Specified Information may be shared and 
used in the context of the particular flow are called Specified Purposes. 

4 There needs to be a lawful basis for every Information Flow that covers the flow and use 
of the Specified Information for the Specified Purposes. This MOU calls that lawful basis a 
Justification for Sharing. The Justifications for Sharing are to be recorded alongside each 
Information Flow in the Appendixes to Schedule 2 (Information Sharing Schedule).    

5 Capitalised terms have the meanings given to them in clause 10. 

Terms 

1. Term and effect of MOU 

1.1 This MOU commences on the Start Date and will continue until the End Date (the Term), 
unless terminated earlier in accordance with clause 8. These dates are recorded in 
Schedule 1 (Administrative Details). 

1.2 The parties may agree in writing to extend the Term at any time prior to expiry of the 
MOU. 

1.3 The parties acknowledge that this MOU: 

(a) is not a legally binding contract; 

(b) is not an approved information sharing agreement under the Privacy Act 2020; 

(c) does not authorise any breach of the Information Privacy Principles (IPPs) in that 
Act; and 

(d) does not authorise any act or omission that would be contrary to law.  
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2. Sharing and use of Specified Information for Specified Purposes 

2.1 The parties agree that: 

(a) all Information Flows, the Specified Information they cover, the Specified Purposes 
for each Information Flow, and the Justification(s) for Sharing for each Information 
Flow, need to be recorded in one or more Appendixes to Schedule 2 (Information 
Sharing Schedule); 

(b) the Information Flows as at the Start Date are recorded in the first Appendix to 
Schedule 2 (Information Sharing Schedule); and 

(c) if the parties wish to add further Information Flows, they will complete additional 
Appendixes to Schedule 2 as required which, once agreed, will form a part of this 
MOU. 

2.2 The parties agree: 

(a) to share the Specified Information for the Specified Purposes as described in the 
Appendixes to Schedule 2 for each Information Flow, in accordance with the terms 
of this MOU; and 

(b) that all collections, uses and disclosures of Specified Information must be in 
accordance with all applicable law, including the Privacy Act 2020, the Human 
Rights Act 1993 and, where relevant, the Official Information Act 1982. 

2.3 A party (the Receiving Party) may use Specified Information received from the other 
party (the Disclosing Party) for any Specified Purpose for which the information has 
been shared. 

2.4 The parties will ensure that the Specified Information is only disclosed, collected, used 
and accessed by appropriately trained, qualified and authorised staff, contractors or third 
parties.   

2.5 Subject to any further limitations set out in Schedule 2, the Receiving Party may only use 
Specified Information for a purpose other than a Specified Purpose (an Other Purpose), 
or disclose Specified Information to another agency, if the Receiving Party is permitted, 
authorised or required by law to do so. To avoid doubt, no further limitation set out in 
Schedule 2 will prevent a party from complying with applicable statutory duties. 

3. Justifications for Sharing 

3.1 The Justification(s) for Sharing for each Information Flow are set out in the Appendixes to 
Schedule 2 (Information Sharing Schedule).  

3.2 If, at any time during the Term, either party no longer believes that a Justification for 
Sharing applies to a given Information Flow or that there has been a change in law, 
practice or government policy that affects the parties' ability to rely on the justification, that 
party will inform the other party promptly and the parties will meet as soon as practicable 
to assess: 

(a) whether the sharing remains lawful and appropriate;  

(b) whether the sharing should continue or cease;  

(c) whether the parties should consult the Office of the Privacy Commissioner; and  

(d) any other matters that either party considers relevant. 

 



 

Memorandum of Understanding 3 

IN-CONFIDENCE 

4. General responsibilities  

4.1 Each party will comply with the other party's reasonable requirements relating to: 

(a) the methods and timing of requests for, and the sharing of, Specified Information;    

(b) technical standards that need to be followed in relation to the sharing of Specified 
Information; 

(c) access control, security and storage requirements that need to be implemented for 
the sharing of Specified Information;  

(d) quality checking of the Specified Information to be shared;  

(e) training of Authorised Personnel; and/or 

(f) how to deal with technical faults or corrupted data. 

This clause 4.1 does not limit the requirements of any Justification for Sharing or the other 
terms of this MOU. 

4.2 Without limiting clause 4.1, the parties may agree upon particular requirements of the 
kinds referred to above in an Appendix to Schedule 2 (Information Sharing Schedule) and, 
if they do, they will comply with them. 

5. Security of information  

5.1 Security measures 

Each party: 

(a) will store information it receives under this MOU in a secure system that protects the 
information against unauthorised use, access, modification, destruction or 
disclosure; 

(b) will ensure that any data extraction programs and other processes used to obtain 
and transfer information under this MOU will only obtain and transfer information the 
parties have agreed to share and no other Personal Information; 

(c) agrees that all information shared in accordance with this MOU is confidential and 
will be shared by way of a secure encrypted exchange mechanism; 

(d) will ensure its contractors and employees handling information that is to be 
exchanged or has been exchanged under this MOU will comply with the Privacy Act 
and any other applicable law; 

(e) agrees to cooperate in any review of the performance or use of any online transfer 
mechanism used to share information under this MOU; and 

(f) will, if an alternative method to share information needs to be used because the 
primary method is not available or appropriate for a particular instance of sharing, 
use the alternative secure method specified in the applicable Appendix to Schedule 
2, and ensure that that method protects the information against unauthorised use, 
access, modification, destruction or disclosure. 

5.2 Privacy Breaches  

(a) If a party (Party A) becomes aware of or suspects there has been a Privacy Breach 
involving any Personal Information that the other party (Party B) has shared with 
Party A: 
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(i) Party A will notify Party B as soon as possible and, in any event, within 24 
hours or in accordance with other applicable regulation or legislation; 

(ii) the parties will investigate the Privacy Breach to the extent they are able to do 
so, in accordance with their standard internal investigation processes; 

(iii) each party will cooperate with the other in any such investigation and will 
provide such information and updates on the investigation as the other party 
may reasonably request; and 

(iv) the parties will work together to manage the implications and consequences 
of the Privacy Breach. 

(b) Either party may suspend the sharing of any information under this MOU while the 
Privacy Breach is being investigated or remedied. 

(c) Except as stated in clause 5.2(d), neither party will comment publicly (including to 
the media) on the Privacy Breach if doing so could affect the other party without first 
consulting the other party. 

(d) If, under the Privacy Act 2020: 

(i) it is necessary to notify the Privacy Commissioner of the Privacy Breach and 
the Privacy Breach involves Personal Information that, under that Act, is 
deemed to be held by one party alone, then that party will be responsible for 
making the notification to the Privacy Commissioner and, if required, to 
affected individuals; or 

(ii) it is necessary to notify the Privacy Commissioner of the Privacy Breach and 
both parties hold the same Personal Information, the party responsible for the 
Privacy Breach will be responsible for making the notification to the Privacy 
Commissioner and, if required, to affected individuals, 

and in either case the notifying party will use reasonable endeavours to discuss its 
proposed notification with the other party before notifying the Privacy Commissioner 
and (when required) the affected individual(s). 

6. Dispute resolution 

6.1 If either party becomes aware of a dispute relating to this MOU or its formation, that party 
will promptly advise the other party in writing of the dispute. 

6.2 The parties' Relationship Managers will use their best endeavours to resolve the dispute 
within 20 working days of the receiving party's receipt of the notice referred to in clause 
6.1. 

6.3 If the parties' Relationship Managers are unable to resolve the dispute within the 20 
working days referred to in clause 6.2, either party may by notice in writing to the other 
party escalate the dispute. 

6.4 If a dispute is escalated under clause 6.3, the parties shall: 

(a) agree upon a written summary of the dispute, the issues involved, and the reason or 
reasons for the dispute not being resolved or, failing agreement on such a summary 
within 20 working days after the date of receipt of the notice of escalation, prepare 
separate written summaries within the next 10 working days; and 
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(b) submit the summary or summaries to each party's chief executive or their 
nominated delegate within 30 working days after the date of receipt of the notice of 
escalation. 

6.5 The parties' chief executives or their nominated delegates will meet as soon as practicable 
after their receipt of the summary or summaries to try to resolve the dispute. 

6.6 In this clause 6, "chief executive" includes any equivalent position by a different name. 

7. Relationship management 

7.1 Each party must nominate a representative (the Relationship Manager) who will be: 

(a) responsible for monitoring that party's compliance with this MOU; and 

(b) the key contact person for:  

(i) receiving notices issued under this MOU; and 

(ii) any other matters relevant to this MOU. 

7.2 The parties' Relationship Managers at the Start Date are specified in Schedule 1 
(Administrative Details). A party may change its Relationship Manager at any time by 
written notice to the other party informing the other party of the change and the name and 
contact details of the replacement Relationship Manager. 

8. Termination 

8.1 Either party (the first party) may terminate this MOU or one or more Information Flows for 
cause, by written notice to the other party (the second party) with immediate effect on the 
date of termination specified in that notice, if: 

(a) the second party commits a breach of this MOU that is incapable of being remedied; 
or 

(b) the second party commits a breach of this MOU that is capable of being remedied, 
the first party has issued a written notice to the second party requiring it to be 
remedied, and the second party has not remedied the breach within 10 working 
days of its receipt of the notice. 

8.2 If the parties have been unable to resolve a dispute within 50 working days after the date 
of receipt of the notice of escalation referred to in clause 6.3, either party may terminate 
this MOU on written notice to the other party.  

8.3 Either party may terminate this MOU for convenience upon 30 days' written notice to the 
other party, but will give the other party an opportunity to comment on the proposed 
termination before sending the written notice.  

8.4 Either party may terminate an Information Flow for convenience upon 30 days' written 
notice to the other party, but will give the other party an opportunity to comment on the 
proposed termination before sending the written notice. 

8.5 The parties may at any time agree in writing to terminate this MOU or one or more 
Information Flows.  

9. Notices 
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9.1 Notice under this MOU are to be be made in writing and delivered to the other party’s 
Relationship Manager (email being the preferred method of delivering notices). 

9.2 A notice will be deemed to be received: 

(a) In the case of a letter sent ot the Relationship Manager’s postal address, on the fifth 
Working Day after posting; 

(b) In the case of personal delivery, on receipt; and 

(c) in the case of email at the time the email leaves the communication system of the 
sender, provided that the sender: 

(i) does not receive any error message relating to the sending of the email at the 
time of the sending; and 

(ii) has obtained confirmation that the email has been delivered to the recipient 
(which confirmation may be in the form of an automated delivery receipt from 
the communications system of the recipient). 

on the day on which it is dispatched or; if dispatched after 5pm (in the place of receipt) on 
the next Working Day after the date of dispatch. 

10. Amendments 

10.1 If the parties wish to vary an Information Flow, they will agree upon the amendments to 
the relevant Appendix to Schedule 2, replace the original Appendix with the amended 
version, and record their agreement in the MOU’s document control sheet.  

10.2 If the parties wish to remove an existing Information Flow, they will either follow the 
process in clause 9.1 or, if all Information Flows in the relevant Appendix are being 
removed, agree upon removal of the Appendix, and record their agreement in the MOU’s 
document control sheet. 

10.3 If the parties wish to add new Information Flows, they will agree upon the content of a new 
Appendix to Schedule 2, attach that Appendix to the MOU, and record their agreement in 
the MOU’s document control sheet. 

10.4 All other amendments to the MOU need to be agreed in writing and signed by authorised 
representatives of the parties. 

11. Definitions and interpretation 

Unless the context requires otherwise, the terms below have the meanings given to them: 

Authorised Personnel means any Personnel who have access to Specified Information 
or other information provided by the other party; 

End Date means the date on which this MOU will expire, as specified in Schedule 1, 
subject to earlier termination under clause 8 or extension of the Term under clause 1.2; 

Information Flow means a flow of information between the parties as described in an 
Appendix to Schedule 2 (Information Sharing Schedule);  

IPP means an Information Privacy Principle in section 22 of the Privacy Act 2020; 

Justification for Sharing means the lawful basis for a party sharing Specified Information 
with the other party for Specified Purposes as described for each Information Flow in the 
Annexure(s) to Schedule 2 (Information Sharing Schedule); 
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MOU means this Memorandum of Understanding; 

Personal Information means information about an identifiable individual; 

Personnel means any employee, agent, or representative of the relevant party or any 
contractor of or provider of services to that party; 

Privacy Breach means: 

(a) unauthorised or accidental access to, or disclosure, alteration, loss, or destruction 
of, Personal Information; or 

(b) an action that prevents access to Personal Information on either a temporary or 
permanent basis; 

Relationship Manager has the meaning in clause 7.1; 

Specified Information means the specific kinds of information that the parties agree may 
be shared in accordance with and subject to the terms of this MOU, as described for each 
Information Flow in the Annexure(s) to Schedule 2 (Information Sharing Schedule); 

Specified Purposes means the specific purposes for which the Specified Information 
may be shared in accordance with and subject to the terms of this MOU, as described for 
each Information Flow in the Annexure(s) to Schedule 2;  

Start Date means the date on and from which the terms of this MOU apply, as specified in 
Schedule 1; and 

Term has the meaning in clause 1.1. 

Working Day has the meaning given in section 13 of the Legislation Act 2019. 
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SIGNED by [insert name of other party] 
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Schedule 1: Administrative Details 

Introduction 

This Schedule records administrative details relating to the operation of this MOU as referred to in 
the body of the MOU. 

Details 

Context of MOU 
(Background paragraph 1) 

Start Date 

(Clause 1.1) 

End Date 

(Clause 1.1) 

Relationship 
Managers 
(Clause 7.2) 

Addition~rms\ 

Schedule 1: MOU Details 

[insert start date] /Q) ~ \): 
/)~v~ ~" 

[insert start date] 

--- ~-=-~ \ • ~ ·~s~rt n ame: [insert name] 
l. 

Email: [insert email] 

Phone: [insert phone number] 

ire additional terms for a particular MOU, enter them here. 
one" or delete this row.] 
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Schedule 2: Information Sharing Schedule 

1. Introduction 

1.1 The Appendixes to this Schedule record the Information Flows, and their Specified 
Information, Specified Purposes and Justification(s) for Sharing, as referred to in the 
MOU. 

1.2 The Information Flows as at the Start Date are recorded in Appendix 1. 

1.3 If the parties have added further Information Flows after the Start Date in accordance with 
clause 9.3, those additional flows will be recorded in additional Appendixes and form part 
of this MOU. 

2. Appendixes 

2.1 Attached. 
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Appendix 1: Information Flows as at Start Date of MOU 

1. Introduction 

This Appendix set out the Information Flows between the parties as at the Start Date of the MOU. 

For each Information Flow: (\~ ~ 
(a) there is a description of the Information Flow; ~\S'\) ~ 
(b) the direction( s) of flow of the Specified Information between the parties a'6' entifieij; ~ 
(c) the Specified Purposes for which the Specified Information may b ~ nd us~ te ; and 

(d) the Justification(s) for Sharing are described. ~ '\) ~~~ 

2. Information Flows ~ "'-\\\~ 

1.1 

1.2 

[Instructions: It is important to complete the table below ca\fl.@ tully. ~~d'etails must be captured. 

An Information Flow is a flow of specified information '1@~r<"!Jfe p~ar:t~~19~cified purposes. In the first column (Information Flow (description)), 
give a brief description of the flow. In the next colurei~ ee_3/t_~e X'1~\~elements that will be shared (e.g. , name, address, etc) and how the 
information flows. For example, MSD might b~~~n'g ormatio~ ~~ ents A, Band C with Oranga Tamariki. In that case, you would specify 
elements A, B and C, and state MSD>Orang~ ~a i i. In th~~e, if Oranga Tamariki were sharing other personal information with MSD, you 
would complete another row for that. In JJ~('$pec~ P4_5s~~ hamn be clear on the purposes for which the information is being shared and can be 
used. Purposes must be specific, not ~ G_tl\al.J9" In te~ 4; tifi -atron(s) for Sharing column, specify the legal basis for sharing the information. For 
example, the sharing might be ju~t~·~t~ ,tj.~er a ~e~\ti,C'exe ption in IPP11, or it might be justifiable under a specific statutory provision under, for 
example, the Social Security Act o )fiej?ax A1rptPr~~r~ Act. You must be specific about the justification, i.e., you cannot simply say something like 
"IPP11 " or "Social Security Act". ~~ v 

If it assists with capturing the intenti(?~~iril6rmation sharing and flow, and one exists, it is acceptable to include an agreed flow or process 
diagram that helps inform the desc~~~~d out in section 2.1.] 

2.1 The Information Flows a~ err associated parameters are as set out below. 

Information Flow (description) Specified Information and Specified Purposes Justification(s) for Sharing 
direction(s) of flow (i.e., legal authority for sharing) 

[Insert description] [Specify information elements and [State specific purposes for which [State specific justification] 

[For example: Details of MSD clients direction of flow] information is being shared] 

wanting referral to Oranga T amariki 
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Information Flow (description) Specified Information and Specified Purposes Justification(s) for Sharing 
direction(s) of flow (i.e., legal authority for sharing) 

for their X service are collated/sent [For example: Name, address, [For example: To enable MSD clients [For example: Authorisation is 
by x department at MSD toy phone number to participate in X service and to obtained from MSD clients via a 
department at Oranga Tamariki] MSD > Orang a T amariki] enable Orang a T amariki t~ ecome consent form] 

aware of and contact th~s ~ ents, 

~ and provide them wJt__h~ ~~~J<-1 ,-,-: 

~<'\vv G_\~ L5J V 

/\<OL 
\) 

,,___ ~ \\)~ 
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3. Other requirements and processes 

3.1 The parties will comply with the other requirements and processes set out below. 

Further limitations on use or sharing for Other Purposes 
(Clause 2.5 states that a receiving party may only use the Specified Information for a purpose other than a Specified Purpose (which 
it calls an Other Purpose) or disclose the Specified Information to another agency, if the Receiving Party is permitted, authorised or 
required by law to do so. But it also contemplates that the parties may aqree on further limitations to such use or sharinQ for Other 
Purposes, even when lawful. If the parties have agreed on further limitations on how a receiving party can use or share Specified 
Information, they will be stated below.) 

Further limitations 
on use of Specified 
Information by 
Receiving Party for 
Other Purposes 

Further limitations 
on disclosures of 
Specified 
Information by 
Receiving Party to 
third parties 

[If required, set out further limitations on uses for ot~ e ~/ses".\lf not~ ~\ 
required , enter "Not applicable".] ~ ~'v 1 \) 

EITHER [no use for other purposes without w t o nt - ma~ e 
where MSD wishes or the parties wish(~I u for o~ pu 

A Receiving Party must obtain th( "~~~a rty's wr~~e t before 
using Specified Information f F-a~.izt~,e} >ther t~~~G!f~ect-'Purpose (and 
under clause 2.5 the use ~\b'~~eQj)itfe~ o ~ t ~ y'iaw). 

OR [no use for othe u ~~Kout not • n ay be desirable where 
MSD wishes or e • to be n~ information is used for 

another purpose { ~ 

If a Re~~f; arty w1sh~ tcr-~s~ S , ecified Information for a purpose 
ot~e~A,"~pecified~rp~f-il!!'\,.□s notify the Disclosing Party of the 

1?!Yts>(~s~ efore;-us~0'q_r tliat purpose [optional: or, if not feasible, as 
Cs~~pract193,9i'e ~~;ds] (and under clause 2.5 the use must be 
=@1tted or. u~eipsecH,>y1aw). 

~ R [n ::::,::.•~•~,,t.~ purposes unless authorised, required by law, or permitted 
by law It or safety reasons - may be desirable if MSD or the parties 

~ h to Ii • ther uses to the situations described] 

~~~~ceiving Party will only use the Specified Information for Specified 
~P~rposes, unless use for another purpose is: 
) 
• authorised in writing by the Disclosing Party [optional: or the individual to 

whom the Personal Information relates]; or 
• required by law; or 
• permitted by law for a purpose relating to the health or safety of any 

individual or the public. 

OR [something else] 

[insert other limitations] 

[If required, set out further limitations on disclosures to third parties. If not 
required , enter "Not applicable".] 

EITHER [no disclosure to third party without consent - may be desirable where 
MSD wishes or the parties wish to control disclosures to other parties] 

A Receiving Party must obtain the Disclosing Party's written consent before 
disclosing Specified Information to a third party (and under clause 2.5 the 
disclosure must be permitted or authorised by law). 
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 IN-CONFIDENCE 

OR [no disclosure to third party without notification - may be desirable where 
MSD wishes or the parties wish to be notified of such disclosures] 

If a Receiving Party wishes to disclose any Specified Information to a third 
party, it must notify the Disclosing Party before doing so [optional: or, if not 
feasible, as soon as practicable afterwards] (and under clause 2.5 the 
disclosure must be permitted or authorised by law). 

OR [no disclosure to third parties unless authorised, required by law, or 
permitted by law for health or safety reasons - may be d~ le if MSD or the 
parties wish to limit disclosures to the situations describ\\~ /( 

The Receiving Party will not disclose any Specifie I~ t~ a thi ~ rty\ ) 
unless the disclosure is: a\ 
• authorised in writing by the Disclosi9.9.:: a~ ~ n I: or the i~~~ a . H 

• required by law; or 
whom the Personal Information re~~; or 

• permitted by law for a puq:~os efutin , o the hea~t , r~ e of any 
individual or the public.~ i \ '0 

OR [no disclosure to~~~ analy~~- n IPP11 exceptions-
may be desirable~\\~ 1fied l~ts articularly sensitive] 

The Receiving ~ j rr1 not, in rel~~\ b~ h~ elevant exceptions in IPP11 , 
allow re(~~rs or_~alysts f~ 11 ~ 'agencies or organisations to access 
th~ P,e~~ )Jormation~ tis~ I,,. r research purposes, regardless of 
wli~t'6~ ~~.formafen--w\¼t~ ublished in a form that could reasonably 

~~~ e~ca_ to i; i~)n~ iduals concerned. 

~ omet 
~ ~ 
'finse othe limitations] 

~ 
OR/AN 

"' nteP9>Revenue is a party to the MOU, the following limitation will apply to 

~ IY." 
) MSD must not, without first obtaining Inland Revenue's written consent: 

(a) transfer any Information outside of New Zealand or Australia; 

(b) make any Information available to any person outside of New Zealand; 

(c) allow any person to access Information from a location outside of New 
Zealand; or 

(d) permit or authorise any of the things described in (a) to (c) to occur 

Particular requirements relating to handling of and access to Specified Information 
(The parties may agree to particular requirements regarding one or more of the matters below. If they don't, they can request each 
other to comply with reasonable requirements relating to these matters during the term of the MOU. See clause 4 (General 
responsibilities).) 

Methods and timing EITHER 
of requests for, and 
the sharin of, 
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Specified 
Information 

Minimum technical 
standards that need 
to be followed 

Access control, 
security and storage 
requirements 

Quality checking of 
the Specified 

Information to be 
shared 

IN-CONFIDENCE 

[Enter details if required] [For example: SEEMail must be used for the transfer 
of Specified Information between the parties on weekly basis each Monday 
once xxx has completed.] 

OR 

No particular requirements specified at Start Date. 

EITHER 

[Enter details if required] [For example: Information is enc ed/password 
protected during transfer and while at rest.] /( 

OR (\~ (?_,_\) 
No particular requirements specified at Start ~~ '\..s \) ~ ~ 
EITHER (01_ v ~ ~ :t details if required) ~ ~ ©) ~ 
No particular requi~"1'.'~~ at~~~ 
EITHER ~ 
[En • eguire • 

(b) 

The Disclosing Party will ensure that each individual who gives 
consent to sharing of Specified Information is provided with 
sufficient information to enable free and informed consent to be 
given. Such information shall include the nature of the 
information to be exchanged under this MOU; and 

The Disclosing Party will seek and obtain the free and informed 
consent of the individual for the Disclosing Party for the Specified 
Purposes. That consent shall be recorded and retained by the 
Disclosing Party in a secure manner. 

The Receiving Party may request (and the Disclosing Party shall supply) any 
reasonable information about the secure retention of conduct checks in 
relation to the storage of consent forms during the term of the MOU. 

Where the Receiving Party is not satisfied with the result of any check on the 
storage of consent forms, the Receiving Party will contact the Disclosing Party 
Relationship Manager within five working days. 
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Training of 
Authorised 
Personnel 

IN-CONFIDENCE 

EITHER 

[Enter details if required] 

OR 

No particular requirements specified at Start Date. 

OR/AND 

If Inland Revenue is a party to the MOU, the following will be a requirement on 

How to deal with 
technical faults or 
corrupted data 

MSD: 

EITHER () ~ 

:tr details if required) ~ ~ ~ 
No particular requirem,,~ at std ~ \; 

A \_ "'-~ \_ 'v /'-.. \_ ~e~ 
Alternative/ fall-back method for sh~~~➔~ation('\ ' ' 
(Clause 5.1 (f) states that the parties will, i~ n-a~emat i~ metliod to share'i~G~tl?n eeds to be used because the primary method 
is not available or appropriate for a partieularin • nee of-snaring, yse-.tfi\ )t_~ka,li'l'.9-'secure method specified in the applicable 
Appendix to Schedule 2) \\ / j \._ '\_V 

Alternative secure 
method for sharing 
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Personal Employment Information Policy

This page outlines the policy on staff and personnel records.

On this Page:

Purpose

Personal employment information is collected and held at Ministry offices in a confidential and secure manner for legal,
administrative, salary payment, and staff management purposes. The Ministry has a duty to collect this information for a variety
of purposes and must ensure that it complies with all relevant legislation (e.g. Employment Relations Act 2000, Income Tax Act
2004, Privacy Act 2020, Official Information Act 1982, Public Records Act 2005, and the Security in the Government Sector
(SIGS) Manual 2002).

Personal employment information may be kept in different places and managed by different people across the Ministry, e.g.
Managers or designated staff members, Payroll (National Office), and Human Resources.

The purpose of this policy is to set out the rights and responsibilities of the Ministry and staff in relation to the confidentiality,
security, transfer, access, archiving and destruction of personal employment information.

Coverage

This policy applies to all personal employment information collected by the Ministry, which is held on but not limited to, the
following files:

Personnel file

A Personnel file is created for each employee (permanent, fixed term, and casual) at the commencement of employment.
Information held on this file relates to employment, performance, and management history. Personnel files must be managed
and held in a secure location determined by the service line or business unit. When an employee leaves the Ministry, their
personnel file is then transferred to Information Management (National Office) by the manager. Information Management hold
and manage the file for at least 7 years after the last date of employment.

Read more about managing personnel files. [http //doogle/resources/helping staff/procedures manuals/hr/managing personnel
files.html]

Payroll file

A Payroll file is created for all Ministry employees.  Information held on this file relates to any approved salary payment actions,
including starting or ceasing employment, deductions or change in hours. Payroll files are managed and held for 7 years after
the last date of action by Information Management (National Office).

Attendance records (timesheets) and leave forms

Attendance records and leave forms are filed as verification of time worked so that salary can be calculated and paid. 
Attendance records and leave forms must be managed and held in a secure location determined by the service line or
business unit, for 18 months.

Recruitment file

A Recruitment file is opened for each new vacancy. Information held on this file relates to the recruitment or appointment
process, including applications and other correspondence received or sent. If an appointment review is lodged against a
provisional appointment, the file will also hold any documentation relating to the review.  Recruitment files must be managed
and held in a secure location determined by the service line or business unit for at least 12 months after the last date of action.

Dispute and personal grievance files

A dispute and personal grievance file is created when an employee lodges a dispute or personal grievance. Dispute and
personal grievance files are managed and held by Human Resources for 7 years after the last date of action.

Confidentiality

Personal employment information is confidential information.

Those employees and managers who have access to personal employment information must maintain its confidentiality. A
breach of confidentiality may result in disciplinary action.

Managers and designated support staff are responsible for the confidentiality of all personal employment information and files
held at their site.

Security

 



Personal employment information must be stored, administered, transferred, and managed in a way that provides reasonable
safeguards against loss, unauthorised access, and misuse.

Personal employment information must be held in a secure area with restricted access or stored in suitable lockable filing
cabinets.

Personal employment information must not be left unattended on desks during the day and must be securely filed at the end of
the day.

Care must be taken when transferring personal employment information so that the information is kept safe, secure, and
confidential.

Access

Access to personal employment information held by the Ministry is restricted to the following:

Staff who, as part of their role, have delegated authority to collect, administer, and maintain this information (e.g. including but
not limited to: Human Resources, Payroll, Audit staff, Records Services staff, Support staff, and Executive Assistants).
Managers with line reporting responsibility for the employees concerned.
Employees and managers who are selected to take part in recruitment and as part of that process view information supplied by
applicants.
Government agencies who have a ‘statutory power' to request such information.
An authorised agent of the employee.

The Privacy Act 2020 also provides that all employees are entitled to access their own personal employment information held
by the Ministry either during or after employment. The Ministry may be entitled to withhold some of the information if a relevant
exception in the Act applies.

Retention, archiving and destruction

The Ministry has a duty to retain personal employment information for a variety of purposes.

Personal employment information can only be destroyed or transferred to Archives New Zealand with approval from MSD
Record Services.

The destruction of all personal employment information must be in accordance with a retention and disposal schedule
authorised by Archives New Zealand (as required by the Public Records Act 2005) and Ministry Records Management policies
and procedures. Advice on when you should archive or whether you can destroy information is available from MSD Records
Services. [http //doogle/resources/helping staff/policies standards/hr/personal grievances html#top#top]
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